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TEMA 1 PRACTICA 3: DISPONIBILIDAD
Nmap

Vamos a utilizar la aplicacién zenmap, que es el nmap modo grafico en este caso para
Windows.

Vamos a escanear distintos equipos de la red.

Ejecutamos por ejemplo el comando nmap —A 192.168.2.148/24

Scan Tools Profile Help

Target: | 192.168.2148/24 [+] Profiie [~]

Command: | nmap -A192.168.2.148/24

I Hosts ] Services Nmap Output | Ports / Ho;tslTopo\ogyl Host Detal\sl Scans|

5243 Host - |nmop - 1921682145724 [z] & [etais

Starting Nmap 5.51 ( htctp://nmap.crg ) at 2011-10-19 09:06 Hora de veranc romance

I

Con este comando podemos ver informacidn, acerca de su sistema operativo, puertos
disponibles y aplicaciones ejecutandose.
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Zenmap
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Scan  Tools Profile Help
Target:  192.168.2.148/24 |z| Profile:

Command: | nmap -A192.168.2.148/24

Services Nmap Output | Ports / Hosts | Topo\ogyl Host Detai\sl Scans|

05 4 Host - |nmop-a19z168.2148/24

Starting Nmap 5.51 ( http://nmap.crg ) at 2011-10-19 09:06 Hora de weranoc romance
Nmap scan report for 192.168.2.4

Host is up (0.0011s3 latency).

Hot shown: 996 closed ports

PORT STATE SERVICE VWERSION

80/tcp open http Linksys RVD82 VPN router http config

|_http-methods: No Allow or Fublic header in OFTIONS response (status code 501)
|_http-title: 401 Unauthorized

| http-auth: HITP/l.l1 401 Unauthorized

|
|_Basic realm=RV0EZ

443/tcp open ssl/http Linksys BEVD82 VPN router http config

|_http-methods: No Allow or Fublic header in OPTIONS response (status code 501)
|_sslv2: server still supports 55Lv2
|_http-title: 401 Unauthorized
| http-auth: HITP/1l.1 401 Unauthorized

|

|_Basic realm=RV082

1723/tcp open pptp MoretonBay (Firmware: 1)

80B0/tcp open http Linksys RV082 VPN router http config

|_http-methods: No Z1low or Public header in OPTIONS response (status code 501)
|_http-title: 401 Unauthorized

| http-auth: HITE/1.1 401 Unauthorized

|
|_Basic realm=RV082
MAC Address: 00:16:B&:84:R0:34 (Cisco-Linksys)

Device type: WAF

Filter Hosts Bunning: Netgear embedded

Details

Tools Profile Help
Target: |192.168.2.148/24

Command: | nmap -A192.168.2.148/24

0S ¢ Host - nmap -A 192.168.2.148/24
TRACEROUTE

HOP RIT ADDRESS

1 1.08 ms 192.168.2.4

Nmap scan report for 192.168.2.20

Host is up (0.0087s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

80/tcp open http  GoAhead-Webs httpd

|_http-methods: No Allow or Public header in OPTIONS response (status code 400)
|_http-title: Document Error: Unauthorized

| htep-auth: HTTB/1.1 401 Unauthorized

|
|_Basic realm=Default: admin/admin

MAC Address: 00:80:5A:69:E6:59 (Tulip Computers Internat'l B.V)
Device type: general purpose

Running: Linux 2.4.X

0S details: Linux 2.4.9 - 2.4.18 (likely embedded)

Network Distance: 1 hop

TRACEROUTE
HOP RIT ADDRESS
1 £.69 ms 192.168.2.20

Nmap scan report for 192.168.2.24
Host is up (0.050s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE 'VERSION

912/tcp open vmware-auth VMware Authentication Daemon 1.0 (Uses VNC, SOAP)

MAC Address: 00:27:10:9C:4F:3C (Intel Corporate)

Warning: 0SScan results may be unreliable because we could not find at least 1 cpen and 1 closed port

ES

Escenarios

- % 0

CuadernosEles

DHCP Linux
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Scan  Tools Profile Help

Target: ‘192.168.2.148;’24 Izl Profile: |

Command: | nmap -A192.168.2.148/24

M Services Nmap Output | Ports / Hosts | Topolugyl Host Detailsl Scans|

0535 | Host - |nmop -a 1921622 148/24 [z] & [petais

TRACERCUTE i
HOP RIT ADDRESS
1  9.32 ms 192.168.2.142

Skipping SYN Stealth Scan against 192.168.2.148 because Windows does not support scanning your own machine
{localhost) this way.

Skipping 05 Scan against 192.168.2.148 because it doesn't work against your own machine (localhost)

Nmzp scan report for 192.168.2.148

Host is up.

FORT STATE SERVICE WERSION

1/tcp unknown tcpmux

3/tcp unknown coTpressnet =
4/tcp unknown unknown

&/tcp unknown unknown

T/tcp unknown echo

9/tcp unknown discard

13/tcp unknown daytime
17/tcp unknown gotd
13/tcp unknown chargen
20/tcp unknown ftp-data
21/tcp unknown ftp
22/tcp unknown ssh
23/tcp unknown telnet
24/tcp unknown priv-mail
25/tcp unknown smtp
26/tcp unknown rsftp

30/tcp unknown unknown
32/tcp unknown unknown
33/tcp unknown dsp

37/tcp unknown time
42/tcp unknown nameserver

D Smen e -

i

Ejecutamos el comando nmap —sO 192.168.2.148/24

o Zenmap. 3 Buscar -

a5, Reemplazar
L¢ selecd
E

bCc.  AaBbCeD(

btitulo ~ Enfasis sutil —

Scan Tools Profile Help

Target: | 192168.2148/2¢ [=] Profile |

Command: | nmep -50[192.165.2.148/24

|| [Lbtosts. ][ Services | [ Nmap Output [Ports / Hosts| Topology | Host Details | Scans|
E | I - . |amep-s01921682148/24 =l

A imLiveceu

[Details

3 <7 192168224 | | Starting Nmep 5.51 { http://nmep.org ) at 2011-10-1% 09:11 Hora de verano romance
=l & 192168230
Al 192168242
T b 02168244
| < 192168248
A o 1s2ass2s0
< 192168.254
| - 12168260 |7
A o 1o16s266
A o 2188272
A - 21820
= - 192168296
M o 121682102
? <1 192168.2108

<1 192168.2120
A 1921682136
A 1921682142
®  192168.2.148
A 1921682155
A 192168.2160
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Scan Tools Profile Help

| Target: ‘192‘168‘2‘148/24

[=] profile |

3 Marcadores

v Zenmap

Nmap Output | Ports / Hosts | Topology | Host Details | Scans |

\nmap -sO 192.168.2.148/24

Nmap scan report for 192.168.2.44
Host is up (0.00077s latency).
Mot shown: 250 closed protocols
EROTOCOL STATE

1

open icmp
2 open|filtered igmp
& open top
17 open udp
103 open|filtered pim
136 open|filtered unknown

MAC Address: 20:CF:30:C9:A9:42 (Asustek Computer)

Nmap scan report for 192.168.2.48
Host is up (0.000223 latency) .

Not shown: 255 open|filtered protocols
PROTOCOL STATE SERVICE

1

open icmp
MAC Address: 00:14:85:C3:0C:D2 (Giga-Byte)

Nmap scan repors for 192.168.2.50
Host is up (0.000563 latency).

Not shown: 253 open|filtered protocols
PROTOCOL STATE SERVICE

open icmp
& open tep
17 open udp

MAC Address: 00:

:9C:F3:2D (Hewlett-Fackard Company)

Nmap scan repors for 192.168.2.54
Host is up (0.0010s latency).

B11 256 scanned ports on 192.168.2.54 are open|filtered
MAC Address: 00:0F:EA:51:15:08 (Giga-Bvte Technoloav Co.)

Command: | nmep -s0[192.166.2148/24
[Lbosts ][ senices |
05 ¢ Host - -

W seave.cey

1192168224

<1 192168.230

< 192168.242

A 192168244

<1 192168248

0 192168.250

<1 192168254

192168260 |7

< 192.168.266

1 192168.272

<1 192168293

< 192168296

<1 1921682102

<1 192168.2108

“ 1021682120

A 1921682136

A 1921682142

# 1921632143

A 1921682155

A 1921632160

m

Scan Tools Profile Help

3 Buscar -

Target: ‘192‘165‘2‘145/24

[=] Pprofile |

AaBbCeD |~ %

Enfasis sutil — Cambiar )
7 etilos~ || L Seleccionar ~

&

3 Reemplazar

é Command: | nmep -50[192.166.2148/24

|| [tosts )| senvices |
| 0S ¢ Host = ||~
ATy e

-al 192168224 mm
o 0218230

of| - 192168242

A » sass2m

| o 1s2168248

= 0 192168250

1 192168254

A oaesas T
A~ 1oaes2ss

| o 192168272

=fil = 192168293

3] < 192168296

3 7 192168.2102

; < 192168.2108
M- woass2am
2l B 1021682136

M A 1s21es2102

? 1921632143

~ A 1921682155

A M 12182180

Nmap Output | Perts / Hosts | Topology | Hest Details | Scans|

\nmap -sO 192.168.2.148/24

mac Acgress: U siusi¥e (uiga-myie)

HNmap scan report for 192.168.2.72

Host is up (0.0020s latency).

R11 256 scanned ports on 192.168.2.72 are open|filtered
MAC Address: 00:0F:ER:51:05:Cl (Giga-Byte Technology Co.)

Nmap scan report for 192.168.2.93
Host is up (0.000263 latency).

Not shown: 255 open|filtered protocols
PROTOCOL STATE SERVICE

1

open icmp
MAC Address: 00:0F:ER:51:18:3C (Giga-Byte Technology Co.)

Nmap scan repors for 192.168.2.96
Host is up (0.0050s latency).

B11 256 scanned ports on 192.168.2.96 are open|filtered
MAC Address: 00: 1:05:C4 (Giga-Byte Technology Co.)

Nmap scan report for 192.168.2.102
Hoat is up (0.0010s latency).

211 256 scanned ports on 192.168.2.102 are open|filtered
MAC Address: 00:14:85:C3:CD:AF (Giga-Byte)

Nmap scan report for 192.168.2.108
Host is up (0.00031s latency).

Not shown: 255 cpenlfiltered protocols

PROTOCOL STATE SERVICE

1 open

MAC Address: 00:0F:EA:51:18:ES (Giga-Byte Technology Co.)
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e Zenmap

TR

e — o -

Scan Tools Profile

Help

Target: ‘ 192.168.2.148/24

[=] profile |

Command: | hmep -sn 192.168.2.148/24

Hosts || Sevices

Nmap Output | Ports / Hosts | Topology

| Host Details | scans|

05 ¢ Host -
U w624 ||
A 192168220
< 192168224
<1 192168.230
<1 192.168.242
A 102168244
< 192168.248
0 192168.2.50
< 192168254
<1 192168.260
<1 192.168.266
< 192168.272
< 192168.293
< 192168296
< 1921682102
1921682108
<1 192168.2120
A 1921682136
A 1921682142
1921632143
A 1921A82.155

]

nmap -sn 192.168.2.148/24

Host is up (0.0010s latency).
MAC Addrvess: 6:59

(Tulip Computers Internat’l B.V)

Nmap scan repors for 192.168.2
Host is up (0.067s latency).
MAC Addvess: 00:27:10:9C:4F:3C
Nmap scan repert for 192.168.2
Host is up (0.0020s latency).
MAC Address: $85:C3:D3:81
Nmap scan report for 192.168.2.
Host is up (0.065s latency).
MAC Address: 0 26179
Nmap scan report for 192.168.2
Host is up (0.00s latency).
MAC Address: 20:CF:30:C9:R9:42
Nmap scan report for 192.168.2
Host is up (0.0010s latency).
MAC Address: 00:14:85:C3:CC:D2
Nmap scan report for 192.168.2
Host is up (0.0030s latency).
MAC Address: 00:01:E6:9C:F3:2D
Nmap scan report for 192.168.2
Host is up (0.0010s latency).
MAC Address: 00:0F:EA:S1:15:08
Nmap scan report for 192.168.2
Host is up (0.0010s latency).
MAC Address: 00:0F:ER:51:1E:3B
Nmap scan report for 192.168.2
Host is up (0.0030s latency).
MAC Address: 00:14:85:C3:D2:34
Nmap scan report for 192.168.2.
Host is up (0.0010s latency).

o

5

.24

(Intel Corporate)

.30

(6iga-Byte)
12

(Rskey Corputer)

.42

(Rsustek Computer)

.48

(Giga-Byte)

.50

(Hewlett-Packard Company)

.54

(Giga-Byte Technolegy Co.)

.60

(Giga-Byte Technolegy Co.)

.66

(Giga-Byte)
72

2| )

B3 Marcadores

nigos

in Hotmail, Gmail o

m

Bar amigos

lestss conectado

Con

fias de amistad

lari Carmen Montera
Sarcia

Afadir | lgnorar

osa Gonzélez Cozar

Afadir | ignorar
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NESSUS 4.
Sirver para comprobar los puertos de un equipo determinado.

Procedemos a instalar Nessus, introducimos el cédigo que nos ha llegado al correo y

arrancamos el server.

[7] Start the Nessus server when Windows boots

When enabled, the Nessus server will be automatically
started by Windows every time the system boots up.

Nessus Server Configuration

Downloading the Nessus Plugins. Please wait...

Activation code:

F888-C62F-B92A-A5D2-414C

The Nessus server is not running.

Stop Nessus Server Start Nessus Server

Introducimos un usuario y contrasefia para cuando accedamos al modo cliente.

[ sStart the Messus server when Windows boots

When enabled, the Nessus server will be automatically
started by Windows every time the system boots up.

‘four scanner is registered and can download new plugins
fromJenahle.

-
ﬁ Add/Edit a user
-

Add fEdit a user

User name : | Miguel
Pasgword :
Password (again) :

Administrator
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Ejecutamos el navegador, y nos vamos al localhost, en la ventana de login ponemos los datos
anteriores.

& Nessus

& 9 || 8 localhost | https://localhost:2834 -] 28~ Google Pl
QPAL e

™ Gmaik: correo electréni... Tl Cursos deInforactiva 3 AJ Lebn, Valdepefias (... ) ( INTECO - Seguridad, .. () Miguel Angel Garcia F.

N :
e S S u S HomeFeed
SV
Password ‘

Login

> [ Marcadores|

Para poder realizar una prueba, tenemos que configurar unos determinados parametros,
creamos una nueva politica, la Ilamamos Clase. Marcamos la 2 y 3 opcion de los checkbox.

& || 18 loatost Tocalhest BEIE | e 5w

™M Gmaik: correo electroni. T Cursos delnforactiva 3 AJ Leén, Valdeperas (.. ) ( INTECO - Seguridad, L. (1) Miguel Angel Garcia F.. 4 Bienvenidos a ka portada & SecurityFocus B Marcadores.
migest | Hob | Abot | Lagou

Policies

@ Edit Policy

Port Scan Options
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Una vez tengamos creado la politica, vamos a realizar un escaneado de diferentes equipos,
haciendo referencia las politicas que hemos configurado.

B locemost 1itcs loalhost 55 - ][ 8- Googie R 3

1 Geaik electréni.. T Curses delnforactive 3 AJ Leén, Valdepedies (.. ) { INTECO - Sequrided, L. (T} Miguel Angel Garciz F... _t Bienwenidos 2 la portada £ Secusityfocus B Marc:

@® Add Scan

cancel Launch Scan

Comienza el escaneo.

] e * ~ ~ - e
& )9 | tocalhost | hitps://localhost 334 -] [28- Googe R
— E.A

141 Gmaik: correo electréni.. Tl Cursos delnforactiva 3 A Ledn, Valdepefias (.. ) ( INTECO - Seguridad, L. (1) Miguel Angel Garcia F... _.i Bienvenidos ala portada & SecurityFocus I3 Marcadores

Scan was successfully launched

Name v | owner Status Start Time

Ejemplomiguel miguel 01Ps/31Ps | Oct 14,2011 13:34
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Una vez terminado, nos vamos al resultado, y comprobamos el nimero de puertos que ha
podido escanear.

e

€ )9 |8 localhost https://localhost334 -le| EE
S =)
[*] Gmail: correa electréni... Tl Cursos delnforactiva 3 AJ Leon, Valdepenas (... ) { INTECO - Seguridad, L. () Miguel Angel GarciaF... _ail Bienvenidos a la portada £ SecurityFocus I3 Marcadores

miguel | Help | Abaut |

Reports  Scans  Policies

Report Info Ejemplomiguel 3 resufis

Name: Ejemplomiguel Host

Last Update: Oct 14, 2011 13:34 192.168.2.4
Status: Completed 192.168.2.142
192.168.2.220

Download Report

Show Fiters.

Reset Filters.

Adlive Filters

De cada una de las IP seleccionadas, nos mostrara los puertos que se estén usando, nombre,
tipo de protocolo y otros términos.

e e * -~ ~

&> || rocalhost | https://localhost 8834 77 - [2B- Google R
oL =

141 Gmail: correo electréni... 1 Cursos delnforactiva 3 A Ledn, Valdepeias (.. ) { INTECO - Sequridad, L. () Miguel Angel Garcia F... _i Bienvenidosala portada & SecurityFocus

B3 Marcadores

Reports

Report Info 192.168.2.142

Hogh SVC Name Medium

general

19216824
192.168.2.142
192.168.2.220

general
epmap
netbios-ns
smb

cifs
vmware_auth
dee-pe
doe-pe
Download Report doe-pe
dee-pe

Show Filters.
doe-rpe

Reset Fiters.

mysql

Active Filters
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e e

=)D || 38 localhost | hitp
L=

localhost 2331 1 - G R

141 Gmail: correo electréni... 1 Cursos delnforactiva 3 A Ledn, Valdepeias (.. ) { INTECO - Sequridad, L. () Miguel Angel Garcia F... _i Bienvenidosala portada & SecurityFocus I3 Marcadores

Reports Scans Policies Users

Ejemplomiguel 192.168.2.220

SVC Name Medium
192.188.2.4 general
192.168.2.142 general
192.168.2.220 epmop

netbios-ns
smb
cifs
vmware_auth
dee-pe
doe-1po
Download Report dee-pc
doe-pe

Show Filters.
doe-rpe

Reset Fiters.

Active Filters

e e

& )9 | B localhost https://localhosts3d -le]| EE
> LT =
[¥] Gmail: correa electréni.. Tl Cursos deInforactiva 3 AJ Leon, Valdepenas (.. ) { INTECO - Sequridad, L. (1) Miguel Angel Garcia F. Bienvenidos a la portada £ SecurityFocus I3 Marcadores

Reports Reports ~ Scans  Policies  Users

Report Info Ejemplomiguel 192.168.2.4

oo SVC Name Medium
192.168.24 general
192.168.2.142 general
192.168.2.220

general

unknown

Download Report pptp

ssdp?
Show Filters
Www

Resst Filters T

Active Filters
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Baseline Security Analyzer
Es un analizador de vulnerabilidades del sistema de un equipo determinado.

Una vez lo tengamos instalado. Tenemos diferentes opciones, escanear un ordenador, un
grupo de ordenadores etc.

M
® 9 ¥ Baseline Security Analyzer

Check computers for common security misconfigurations.

‘The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7, Windows(® Server 2003, Windows Server 2008, Windows Vista,
iindows XP or Windows 2000. Scanning computers for security updates utiizes Windows Server Update Services. You must have administrator privleges for each computer you want to scan.

£

Check a computer using its name or P Address.

o

Scan multle computers
Check multile computers using a domain name or a range of TP addresses.

s View, print and copy the resuts from the previous scans.

See Also
i
gl D —

Mcroscit Searty Wab ste 0 ﬁl

Si hacemos un nuevo escaneo, por ejemplo nuestra IP, 192.168.2.148/24, procederad a realizar

una busqueda de vulnerabilidades.

Computer mame: WORKEROU EQUIPN
TP address: 2.68.2.148

B owemrm B coor i debord

I Microof Ba: pye— —

€ ® w Baseline Security Analyzer

Administrators were found on this computer.
‘Additional System Information
Score  Issue Result
0 wdy your
o b
% 2ot o a oo
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Podemos hacer un escaner mucho mas amplio con varios ordenadores de la red, el proceso es
lento y requiere tiempo. Algunos antivirus, pueden denegarnos su acceso.



