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UD 3: “Implantacidn de técnicas de seguridad
remoto. Seguridad perimetral.”

SEGURIDAD PERIMETRAL:
1. NAT:

a) Comprobacion de la seguridad perimetral a través de un NAT
(Laboratorio virtual)

Escenario:

Router NAT

10.33.2.100
XP

PC BRIDGE PCVNET8-NAT
10.33.2.101
192.168.2.150
Ubuntu
Molinux
. " 27
Configuramos el vnet8-NAT, para la red “10.33.2.0
g Virtual Network Editor - s ——— — @i

MName Type External Connection Host Connection  DHCP Subnet Address o~
VMnet1 Host-only - Connected Enabled 192,168,179.0 I
VMnet2 Custom - - - 192,168.81.0
WMnet3 Custom - - - 192.168.10.0
VMnets Custom - - - 192.168.222.0 =
WMnet5 Custom - - - 192, 168.209.0
WMnets Custom - - - 192.168.41.0
VMnet7 Custom - - - 152.1568.204.0 | &
VMnetd NAT NAT Connected Enabled 10.33.2.0
WMnetS Custom - - - 152.168.121.0 s
VMnet Information

() Bridged (connect VMs directly to the external network)

Bridged to: | Automatic Automatic Settings...

(@) MAT (shared host's IP address with VMs) NAT Settings. ..

(7)) Host-only {connect WMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnets

Use local DHCP service to distribute IP address to VMs DHCP Settings. ..

Subnet IP: 0 .33. 2 .0 Subnetmask: 255.255.255. 0

o) (o) [ ) [




En el equipo Ubuntu elegimos el tipo VNET8-NAT
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r
|J Ubuntu_Desktop - VMware Workstation

| »

File Edit View VM Team Windows Help
wrs GEE| 0080
Sidebar =
[» Powered On
o @ Favorites Ubuntu_Desktop
1 Ubuntu_Desktop State: Powered off
Guest OS: Ubuntu
Location: C:\Usersiiguel\Documents Wirtual Machines Ubuntu_DesktopUbuntu_Desktop.vmx
Version: Workstation 6.5-7.x virtual machine
Commands Devices | | options |
B Power on this virtual machine 2 Memory 512 MB
b Edit virtual machine sattings @ Processors 1
(=Hard Disk (SCST) 2068
[ Enable ACE features (Whatis ACE?) (=)co/ovD (IDE) Using drive E:
B Floppy Auto detect
F=Inetwork Adapter  Custom (Vvnets)
USE Controller Present
@) Sound Card Auto detect
Sprinter Present
Boisplay Auto detect

|Nnt$

i

En el equipo XP elegimos el tipo NAT

-
ﬁ Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows Help

nre g@E
Sidebar x

> Powered On

o @ Favorites Windows XP Proffesional 1

t )] ) Windows XP Proffesional 1 %

(3 Ubuntu_Desktop State: Powered off
Guest 08 Windows XP Home Edition
Location: i PocumentsWirtual _ v
version: Warkstation 6. 5-7.x virtual machin
Commands Devices | | Options
[ Power on this virtual machine 2 Memory 512MB 1
I Editvirtual machine settings & processars 1
leHard Disk (IDE) ~ 30GB
[ Enable ACE features (What is ACE?) (=)ep/ovn (og) Using file K:\BT5-KDE-32.is0
FENetwork Adapter  NAT
(@usB Controller present
) Sound Card Auto detect i
Sprinter Present
Boisplay Auto detect I
| Notes
E

En el equipo Molinux elegimos el tipo BRIDGED

-
12 Molinux 6.2 - Vhare Workstation

File Edit View VM Team Windows Help

[» Powered On

& Windows XP Proffesional 1

x

| »

o @ Favorites Molinux_6_2
(& Ubuntu_Desktop State: Powered off
Guest OS: Ubuntu
Location: Cr\Users'p \ _6_2\Ubunty
Version: Workstation §.5-7.x virtual machine
Commands. Devices } [ Options
[P Power on this virtual machine 2 Memory 388MB
{I Edit virtual machine settings & processors 1
(edHard Disk (SCST)  20GB
[B) Enable ACE features (Whatis ACE?) (=)co/ovp () Using drive E:
- Floppy Auto detect
T Network Adapter  Bridged
(@ use Contraler Present
&) Sound Card Auto detect
Eprinter Present
Eoisplay Auto detect

HNotes

m
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Comprobamos que el cliente Molinux no puede acceder a la direccion “10.33.2.101"

| Molinux_6_2 - VMware Workstation

File Edit View VM Team Windows Help

Sidebar * LA & mol
= [» Powered On / u a B
3 Molinu 6.2 =
{3 Ubuntu_Desktop
{3 Windows XP Proffesional root@alumno02: /home/alumno02

= @ Favorites

(& Ubuntu_Desktop
root@alumno@2: /home/alumno®2# ping 10.33.2.101

PING 10.33.2.101 (10.33.2.101) 56(84) bytes of data.

Docun|
Soff|

Ll
Castilla-La Mancka

] G root@alumno02: fhom...

ik the vl screen | Hnare Tools enables many features and improves mouse |
= Birisiority mavement, video and performance. Log in to the guest operating | Install Tools | | Remind Me Later | [Never Remind Me |
QT s ¥ system and dick Install Tools.
To direct input to this VM, click inside or press Ctrl+G. CEEL T T 4

Mientras que el Cliente Ubuntu si que puede acceder a la direcciéon “192.168.2.150".

]

= | B )

J Ubuntu_Desktop - VMware Workstation

File | Edit View VM Team Windows Help

e Gai DEaes DEEB
Sidebar DM (A& Home %

= [p Powered On

&} Molinux_6_2

3 Ubuntu_Desktop

5 Windows XP Proffesional
= & Favorites

3 Ubuntu_Desktop

L 0 @ miguel ¢h

# ping 192.168.2.150
.168.2.150) 56(84) bytes
2.1

=] root@miguel: /nome/mi...

Click in the virtual VMware Tools enables many features and improves mouse
= tul Ind k: V'; fescreen movement, video and performance. Log in to the guest operating
4 1 s sendkeystrokes system and dick Install Tools,
= . =
GoHSUEHEC]

To direct input to this VM, click inside or press Ctrl+G.

Install Tools ] [ Remind Me Later ] [NEvEr Remind Me] \

2. Router frontera:
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a) Planteamiento escenario CISCO Packet Tracert: esquema.

Tenemos 2 router frontera que unen dos empresas en zonas geograficas diferentes.

Router Frontera

Router Frontera

—_—
. e
p
/ FRoutsg2
y'd \
l"*-f.’ \
Rgliter-FT
outers
Laptop-PT
Laptop0

b) Realiza una comparativa entre los routers frontera atendiendo
a las opciones de seguridad perimetral (NAT,Firewall,DMZ,...etc)

Router DLINK:

Podemos editar y eliminar diferentes aplicaciones que usan mas de un puerto

DI-604
Ethernet Broadband Router

BT Advanced EPS Status Help

%
Special Application is used to run applications that require multiple connections.
P —

© Enabled @ Disabled

Name Battle.net

Applications Trigger Port 6112

Trigger Type Both +
Filters Public Port 6112
Public Type Both ~

Rrewall 9 © O

Apply Cancel Help

NAME Trigger Public

DMZ Battle net 6112 6112 (4l
Dialpad 7175 51200-51201.51210 Bl

ICUT 2019 2000-2038.2050-2051,2069.2085.3010-3030 [ 4fij
MSN Gaming Zone 476242300-2400,28800-29000 Bl

PC-to-Phone 1205312120,12122,24150-24220 Ei]

Quick Time 4 554 6970-6999 [




Podemos hacer filtrados de ip, mac y puertos configurando si queremos la fecha y

hora.

D-Link

Buldinng Networks for People

Virtual Server

————

Applications

0]1]1 ¢

ZoneAlarm

[

Podemos configurar en el firewall, diversos filtros para controlar la entrada a
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DI-604
Ethernet Broadband Router
BT Advanced  JERTIE Status Help

Filters
Filters are used to allow or deny LAN users from accessing the Intemet.
© IP Filters

© MAC Fiters

© URL Blocking
© Domain Blocking

P Filters

Use IP Filters to deny LAN IP addresses access 1o the Intemet.

© Enabled © Disabled
P
Port

Protocol Type TCP ~
Schedule ¢

Always
time 00 + - 00 ~ AM v 10 00 v - 00 + AM ~

9 00

From
day S v to Sun

P Filter List Apply Cancel Help
IP Range Protocol Schedule
. TCP 20-21 always Ei]
TCP 80 always B
TCP 443 always Ei]
UDP 53 always B
TCP 25 always Ei]
TCP 110 always il
TCP 23 always [Ei]

diferentes nombres y direcciones.

—

Applications

-
—

Filters

DMZ

ZoneAlarm

[

DI-604
Broadband Router
" Home BT R Tools Status____Help

F
irewall Rule

Firewall Rules can be used to allow or deny traffic from passing through the DI-604.

O Enabled © Disabled

Hame
Action O Allow © Deny
Interface  IP Range Start  IP Range End  Protocol Port Range
Source 2 bd
Destination * hd TCP ¥
Schedule  © Always
From time 00 v : 00 v AM v to 00 v - 00 v AM ~
day Sun v to Sun v
2 9O
all Rules List Apply Cancel Help
Action Name Source Destination Protocol
Allow  Allow to Ping WAN port WAN,* WAN ICMP.8
Allow Remote Managment http Server WAN,* LAN,192.168.0.1 TCP,80-1080
Deny Default Y LAN,* b
Allow  Default LAN® =

En esta pestaifia podemos configurar la zona desmilitarizada.
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DI-604
Ethernet Broadband Router

BT Advanced P Status Help

DMZ (Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Internet.

“Virtual Server

-
-
-
-

© Enabled © Disabled

IP Address 192.168 .0. 0
Applications

= 200

Apply Cancel Help

Firewall

" ZoneAlarm

Podemos ademads configurar una zona de alarma

D-Link DI-604
Ethernet Broadband Router

[ Home [EVYTIN Tools Status Help
IAl

ZAP (ZoneAlarm Pro) is used to allow you to configure the security of your appliance so

that the use of ZoneAlarm Pro is enforced for all or selected users.
*Virtual Server

-
ZoneAlarm Pro © Enabled @ Disabled
¥ rootcations
22 Licence Kumber (ostional)
Buy ZaneAlam Pro Now!
G
Filters
- ZAP Seurity Level © High Secuity (Check Frequently)
® Medium Security (Check Less Frequently)
T
AT Exempt LAN Clients Option  ©) Enabled © Disable
o From IP Address 192 1680 100
ToIP Address 192 1680 200

9 00

Apply Cancel Help

Router LINKSYS:

Este router es mds avanzado que el anterior, algunas de las opciones de seguridad que
podemos encontrar son, el cortafuegos, con sus distintas opciones.
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A Division of Cisco Systems, Inc. Firmware Version : v4.30.0

Wireless-G Broadband Router WRT54GL

Security

Administration Status

Firewall

Firewall Protection : Enable
Enable ' Disable or disable the SPI firewall.
More...

Firewall Protection :

Block WAN Requests

Block Ancnymous Internet Requests
Filter Multicast

Fitter Internet NAT Redirection

BEOE

Filter IDENT(Port 113}

Save Settings Cancel Changes

Podemos habilitar opciones VPN.

A Division of Cisco Systems, Inc. Firmvaare Version : w4 3

Wireless-G Broadband Router WRTS4GL

Security Applicatio

Setup Wirel & Gaming Administration Status

VPN

IPSec Passthrough @ () Disable
passthrough to allow your

FPTP Passthrough © @ Enable (7) Disable network
communicate via VPN.
L2TP Passthrough : @ Enable (*) Disable More...

Save Seftings Cancel Changes

| KSYS®

ADivision of Gisco Systems, inc. Firmaare Version : v4.30.0

Wireless-G Broadband Router WRTS4GL

Access
iodi 5 " Access Ap Ad s tratio Status
Restrictions Setup 1 Restretions Administration Status

Internet

Internet Access Poli

Internet Access define up o 10

Policy : 0 Y poicies. Cick Delete to delete a
poicy or Summary to see a

Status nable @ Disable ummary of the poicy

Enter Poiicy Name

EditListof PCs
Policy Name
Internet access during selected days and hours. a name to your policy.
cess or Inbound
Everyday sun 1on Tue Wied
Thu Fri sat
hoose the day of the
Times your policy
. F
® 24 Hours ® " [12 ~)[oo AM
= - Times : Enter the time of the
To: [12 -]:{00 A day you wouldlke your polcy
to anply
Blacked Servces Blocked Services : You may
None ~ ~ ess to.
os. Click AddEdit
None - ervices to modify these.

settings.

Add/Edit Service

can bio

” . You
Website Blocking webstes by er

by URL Address

Website Blocking
by Keyword
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Podemos configurar los puertos

LiInkKsYSs®

A Division of Cisco Systems, Inc. Firmuare Version : v4.30.0

Wireless.G Broadband Router WIRT54GL
Applications =
& Gaming setup Wireless security A :'g’;”";"’ Administration Status

Port Range Forward |

Port Range Forwarding :
tions may require

Port Range orts in order
_— ty.
Application|  Start ‘ End | Protacol ‘ IPAddress | Enable Examples of these applications
include servers and certain
0 o 0 Both ~ 1921681 0 ] oniine games. When a request
for a certain port comes in from
0 to 0 Both ~ 1921681, 0 ] the Internet, the router wil route
the data to the computer you
1} o 0 Both + 192.168.1. 0 (=] specify. Due to security
emns, you may want to limit
0 o 0 Both + 192.168.1. 0 B port forwarding to only those
ports you are using, and
0 o 0 Both - 1921831 0 & uncheck the Enable checkbox
after you are finished.
0 to 0 Both ~ 1921881 0 B More.
0 o 0 Both ~ 1921881 0 m
0 o 0 Both ~ 1921681 0 ]
0 o 0 Both ~ 1924681, 0 (=]
0 o 0 Both + 1921681, 0 (=]

Podemos hacer configuraciones para la zona desmilitarizada

A Division of Cisco Systems, Inc. Firmware Version : v4.3

Wireless-G Broadband Router WRT54GL
Applications —
& Gaming Setup Wiry i ) glg:il:’?:‘:ns Administration Status
DMZ

DMZ : Enabling thiz option will

© Enable Disable expose your router to the
Internet. All ports will be
DMZ Host IP Address : 192.168.1. [ accessible from the Internet

More...

Save Settings Cancel Changes

Podemos protegernos acerca de los paquetes QoS.

Appli

& Gamil

T gy
I -
— e
DN o ronten
o
o
o
O s e
T e

Asmiksson e
Aepicabon Raeme
Aepikason Rame
Rapicason name
Aasucason name
Azeicason name
Rapiaion fame

Aspicaton Rame.

A Support Dissbla = (Dvise: dmae
[ —

rr—
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Router TP-LINK:

Podemos configurar opciones VPN, ALG activar firewall y habilitar-deshabilitar
diferentes protocolos.

300Mbps Multi-Function Wireless N Router
Model Ho. TL-WRBAZND

TP-LINK'

Status

Basic Security Help

You can an this page

Network Firewall Firewall - Here you can enable of disable the Rouler's firewall
SPiFirewal: @ Enable () Disable  SPI Firewall - Stateful Packet Inspection (SP) Neips 1o
DHCP prevent cyber altacks by tracking more state per session. it
= validates that the wrafic passing through the session
bl conforms 1o the protocol. SPI Firewsllis enabled by factary
VPN defaull. If you want all the computers on the LAN exposed
10 e outside world, you can disaie It

PPTP Passthrough:
LZTP Passthrough:

Enable ¢ Disatle

VPN - VPH Passthrough must be snabled if you want ta allow VPN

IR unnels using VPN protocos 10 pass through the Router

©

IPSec Passthrough: @ Enadle ) Disable - By
Advanced Tunneling Protocol (PPTP) allows te Paintio-Point
Protocol (PPP) to be tunneled through an IP network. To
e ALG allow PPTP tunnels to pass through the Router, click
Enabie.
FIPALG: @ Enable ) Disable * L2TP Passihrough - Layer Two Tunneling Profocol (L2TF)
is e Memor used to enatie Pointo-Point sessians via
TFIPALG: @ Enable @ Disable the Intemet on the Layer Two level. To allow L2TF tunnels
H3Z3ALG: @ Enable ¢ Disable 10 pass through the Router, cick Enable.
& IPSec Passthrough - Intemet Pratocol security (IPSac) is a
RTSPALG: @ Enable @ Disabls suile of prolacols for ensuring privale, secure

communicalions over Intemet Pratocol (IF) netwars,
through the use of cryptographic security senices. To allow
IPSec tunnels to pass through the Rauter, dlick Enable.

[ save |
ALG - Il is recommended fo enable Applicalion Layer Galeway
(ALG) DECAUSE ALG aMOWS CUSIOMUED NEMOTK AGOTess

Podemos habilitar el ICMP y otros protocolos.

300Mbps Multi-Function Wireless N Router
Model No. TLWRBAZND

TP-LINK'

Status

Quick Setup Advanced Security Advanced Security Help

wes Using te Advanced Seftings page, you can protect he Router
from being atacked by TCP-SYN Flood, UDP Flood and
1CUP-Flood

Network
i ‘° Packes Statistics Intorval (5~ 605 10 - Seconds
{WEanee ng will take effect only when the Traffic
DHCP Statistics in System Tools is enasled

= DoS Protection: @ Disable - Enadle

it ® Packets Statistics interval (5-60) - The default value is
10. Select 3 value between 5 and 60 seconds in the
pulkdown list The Packets Stabstic interval value
Indicates the ime section of the packets statistic The
result of the stalistic used for analysis by SYN Flood, W
UDP Flood and ICMP-Flood.

Do Protection - Enable or Disable the DoS profection
function. Only when itis enabled. will the flood filters be
enadled.

Enable ICMPFLOOD Atiack Fitering - Enadle or |
Disable the ICMP-FLOOD Aftack Filtening. i

USB Settings
Forwarding Enable ICMP-FLOOD ARtack Fiftering

Secunty

Basic Secunty

ICMP-FLOOD Packets Threshold (5 ~ 3600): C Packets/s

Enable UDP-FLOOD Filtering

- Locsl Messgemest UDP-FLOOD Packets Threshold (5 ~ 3600): 500 Packetsis

Remote Management
Parental Control
Access Control
Advanced Routing
Bandwidth Control

1P & MAC Binding

Dysamic DNS Fordid Ping Packet From LAN Port curent UPD-FLOOD Packets number Is beyond the set b
value, the Router will startup the blocking function
System Tool immediately
Y « Enable TCP.SYILFLOOD Attack Fitering - Enasie or | |
Save | [ Blocked DoS Host List Disable the TCP-SYN-FLOOD Attack Fittering.

Podemos hacer un fil

Enable TCP-SYN-FLOOD Attack Filtering
TCP-SYN.FLOOD Packets Threshoid (5 ~ 3600):

Ignore Ping Packet From WAN Port

0 Packetsis

ICMPFLOOD Packets Threshold (5~3600) - The
default value is 50. Enter a value between 5 ~ 3500,
When the curent ICMP-FLODD Packets number Is
beyond the set value. the Router will startup the
dlocking function immediately E
Enable UDP-FLOOD Fitering - Enable or Disable e
UDP-FLOOD Filtering i
UDP-FLOOD Packets Threshold (5~3600) - The default
value is 500, Enter  value between 5~ 3600. Whenthe | |

trado de MAC.

TP-LINK’

@ TCD_SYMLFIOON Dackate Thrashold (51800 - Tha

300Mbps Multi-Function Wireless N Router
Model Ho. TLWREAZND

MAC Binding

mic DHS

Locat Management lp

Management Rules

@ Allthe PCs on the LAN are allowed to access he Router's Web-Based Uliity

Only the PCs listed c

web pages

TRz page allows you 1 dEny LAN COMPUIETs oM SCCessing Mme
Router.

‘dsfauit, the radic buton AN the PCs on the LAN are allowed fo
aceess the Router's Web-Based ULty is selected If you wanl 1o
allow PCs wilh specific MAC Addrasses o access the Setup page
af the Router's Web-Based Utlly locally, from inside the network,
eick the radio bulton Only the PCs listed can browse the buliin

mac 1 web poges to perform Administrator tasks, and then enter sach
MAC Agaress I & separate fisld. Th farmat for the MAC Adcress
MACZ: 8 0CI0GCI0RCE X 15 any hexadecimal digh). Only me PCs.
wilh the MAC address listed Can 154 the FaSSWOrd1o BIowse e
= Builtin web pages to perdorm Admnistralor tasks and all the
oy aihers will be blocked.

‘4fter click the Add buttan, your PC's MAC Address wil be placed in

‘Your PC's MAC Address: Add the Canrol List above
Ciick the Save button 1o save your settings.
[ sewe | Mote: If your PC 18 DIoCKed &d you want 1o 3ccess he Router

again, use & i 10 press and hold the Reset Bullon on e back
panel aboul § secands 1o resel the Router's factory defaulls in the
Routers Web-Based Uity




Miguel Angel Garcia Felipe

Podemos configurar la zona desmilitarizada.

300Mbps Multi-Function Wireless N Router
Model No. TLWRBAZND

TP-LINK'

A | O4: el

The DMZ hast feature allows one local host o be xposed 1o e
Internat for a - senvice such as of
Current DIZ Status: Enable § Disabls video conferencing. The Router forwards packels of allsendces fa

the DUZ host. When a PC s set fo b DMZ host, its better to
DMZHostIP Address: 0000 <5016 15 DHCP cient nclion nd 581 & néw S1alic IP 3001853
it because fs IP Address may be changed when using fhe DHCP

Save To assign a computer or server to be a DMZ server

1. Click the Enable button.
2. Enler the P ad0ress of 3 local PC hal is set 1o be DWZ
hust inhe DMZ Host IP Address field

- Port Triggering 3. Click the Save button

-upnp

Podemos configurar listas de control de acceso.

v ¥ 300Mbps Multi-Function Wireless N Router
TP-LINK prinrtpnm

Status.

intemt Access Congl e Managemert
P

wes

The Router. prowiding convenient and strong intermet access

Inction, can control e intemet acthles of hosts in

the LAN. Moreover, you can fexdly combine the Host List

Target List and Schedule to restict the Intemet surfing of
e these hosts

" i  Enable Interet Access Control - Select fhe check box

S 9 SR eSO WY, ” o enabe the Intemet Access Control funchon, 5o the

bled Router ‘Default Fiter Rule can take efect
lame - Here Gisplays the name of the rule and

Security P ihis name is unique.
Parental Control ® Host - Here Gisplas the host selected in the

Access Control

Enable internet Access Control

© Deny the packets any

© Target - Hore Gisplays the target selected in the
Schedule Enable comesponding rule.
Schedule - Here Gisplays e schedule selected in the
weenken ] comesponaing rule.

© Enable - Check this option to enable a specific entry,
® Modify - Hers you can edit or dalets an existing rule

Host
Target
For example. f y0u desire to ilow the Nost with MAC address.
00-11-22-33-44-34 fo access www.google.com only from
18:00 o 20:00 0n Saturday and Sunday. and forbid other
hosts in the LAN to access the Intsmet, you should follow the
sefings below.

Schedule

Advanced Routing

Bandwidth Control

1P & MAC Move | 0 ol
DNS 1. Click the submenu Rule of Access Control in the feft to
return to the Rule List page Enabdle Internet
~ T Access Control and choose "Allow te packets
Previo Next i RS L) 5peciied by any enabled access conkol poiicy 10 pass
through the Router”.
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3. DMZ:

a) Planteamiento de escenarios DMZ en Cisco (Packet Tracert):
esquemas.

Un es quema basico de DMZ es el siguiente.

Una empresa con su red, una zona de internet o ISP y por ultimo una DMZ donde se
puede conectar con los elementos que la componen.

Internet

L2 ST

l - " _ﬂ - ‘
Rogter- Router-FT
Routgr Fronte Router ISP

Empresa

Swifch DMZ

Syitch3
S — . —
PC-PT PC-PT PC-PT PPt
PCO PC1 PC2 -
Server-PT PC3
Serverl

Un esquema complejo de DMZ es el siguiente.

Dos empresas empresa con sus redes, quieren acceder a los datos de la otra, para ello
se implanta un DMZ para acceder a los archivos desde alli.

Bl
d EMPRESAZ

outerQ Raouter Fronte Router Frogtera2

EMPRESA

Dmz Swit
35gb-bars S
Multilzfrer Ewitcho
k7 ] ]
Server-PT  PC-PT —f’j —
ServerD PC3 PC-PT —‘PC—PT



Miguel Angel Garcia Felipe

b) Planteamiento de escenarios DMZ en Linux (laboratorio
virtual): esquemas.

En este esquema podemos observar una empresa, que permite el acceso de internet a
archivos a través de DMZ, usando un equipo debian, con varias tarjetas de red.

»
D - e
— B *
il el ‘ Cloud-PT
PC-PT 2811 Internet

Debian 1sp

EMPRESA

iteho
Dmz
D . 356h-YaPs
Multyler ‘witchﬂ

En este esquema podemos ver dos empresas con sus redes, usando dos equipos Linux
como fronteras, si quieren acceder a los datos de la otra, para ello se implanta un DMZ
para acceder a los archivos desde alli.

g EMPRESAZ

]

3\.

C-

buni

28
R

-3

[y
=3
£

(=]
2 0
ERE

|

o

EMPRESA

7\ =l
Dmz Swit
35gh-kaps

! £ : Switch
2 D Mult?Var witchO
= -—.: :

PC-PT R
PCO PC-PT D 1
PC1 7. D ' )
PC-PT — D
PC2 Server-PT PC-PT _—/} _,:)
Server( PC3 PC- .

3
8
h g

PC4 PC!
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REDES PRIVADAS VIRTUALES (VPN)

4. VPN sobre red local

a) Instalacion de un servidor VPN en Windows XP.

Nos situamos en conexiones de red. Seleccionamos el asistente para la conexion
nueva, debe aparecer algo asi.

2 Windows XP Proffesional 1 - VMware Workstation - @E&J

File Edit View VM Team Windows Help

nfPeoan DEes =B 8%
Sidebar Bl & voinux 62 X [ UbunwServer X
= [ Powered On

3 Windows XP Proffesional
= @ Favorites
) Ubuntu_Desktop

# X 9 [E-

Este es el Asistente para
conexion nueva

Haga clic en Siguiente para continuar,

[To directinput to this VIV, click inside or press Ctrl+G.

Elegimos la opcidn “Configurar una conexién avanzada”.
12 Windoms Y0 Prffesional 1 - iware Workstation SR E & P!ﬁ!l

File Edt View VM Tesm Windows Help

nule ool OEa!

e T Rl (4 Windows XP Proffesional 1 \
|

Qs - % | Osisanca [ canetas X 9 @-
& Conexiones
Asistente

r_" | S
i ]

LAN 0 Internet de alta ) Conectarse a Internet
Conectarse & ntemet pesa poder examner aweby.
A Connudén deo i
>
L
< Alids Seguenle > Cancelar
*7 Inicio cen

[To directinput to this VM, click inside or press Cti+G.

Pulsamos la opcion “Aceptar conexiones entrantes” para permitir a otros clientes
conectarse a éste a través de internet.



i) Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows

- -—
Help. -
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n@e | .G

Sidebar

B k=l
=
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[To direct input to this VM, click inside or press Cirl+G.
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[To direct input to this VM, click inside or press Ctrl+G.

(& Windows XP Proffesions 1 - VMware Workstation

Seleccionamos la opcidn permitir conexiones privadas virtuales.
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[To direct input to this VM, cick inside or press Ctri+G.
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Miguel Angel Garcia Felipe

cceder, en nuestro caso “Administrador y

(& Windows XP Proffesionsi 1 - Wiware Workstation

&) Ubuntu Desitop
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[To direct input to this VM, click inside or press Ctrl+G.

Elegimos las siguientes opciones.
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[To direct input to this WM, clck inside or press Ctt=G.

Indicamos el rango de IPS que vamos a permitir.
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T direct input ta this VM, click inside ar press Ctls G,

LY
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Finalizamos el asistente.

( Windows XP Profesionsl 1 - VMware Workstation - - - E ) Sl

File €dt View VM Team Windows Help
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To direct input to this VM, click nside or press Ct+G. SOBAEHE @

b) Instalacion de un servidor VPN en Windows 2003/2008.

Nos dirigimos a las conexiones de red de nuestro Windows 2003 server.

Creamos una nueva conexion a través del asistente para nuevas conexiones.
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| ws2003_1 - VMware Workstation
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[To direct input to this VM, click inside or press Ctrl+G

Aceptamos las “Conexiones entrantes”

Asistente para conexin nueva.

Opciones avanzadas de conexion
20ué tino de conevion desea configuiar?

Asistents parac

LAN o Internet de alta v Selecsione el tipo de conesion qus desee:

45 de Intermet, una I

i e &  (ceptar cencxienes entianies

?_l Conexién de re pEth e

Conectado s
Conexién de red 0 una conexion directa por cable.

© Conectar directamente a otro equipo
Conecterse 2 otro equipo uilizando el pueto sere, paralelo o de infarojos.

file Edit View VM Team Windows Help
un@= @ 1
Sideber x Ubuntu Deskiop . |y Windows XP Proffesiond 1
= [ Powered On & x|
@ ws20031 Iditn Eetn @ Eoeies Weeisis  Gemsomzis  Auh | ar
© @ Favorites - . -
) Uburty Desktop Qavés - @ - (T | Poisqueds [ corpetas |3 3 X 9 |
Diregcion [ Conexiones de red N = B
asistente

cause =

Aimnicio| | & (3 | & Consxionesdered Asistente para conexi...

[To direct input to this VM, click inside or press Ctri+G.




Miguel Angel Garcia Felipe

Elegimos el tipo de dispositivos entrantes que vamos a utilizar en la conexion.
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Elegimos la opcién “Permitir conexiones privadas virtuales” para poder utilizar VPN.
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[To direct input to this VM, click inside or press Ctrl+G,
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Elegimos los usuarios que podran conectarse a este equipo, en mi caso
“Administradores y Miguel”.
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Configuramos esta ventana de la siguiente manera.
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c) Instalacion de un servidor VPN en GNU/Linux

Vamos a instalar el servidor VPN mediante el comando “apt-get install pptpd”.

File Edit View

n@ea
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= [ Powered On
& ws2003 1
& Molinux 6.2
= @ Favorites
() Ubuntu_Desktop

VM Team Windows Help

[

[To direct input to this VM, click inside or press Ctrl+G.

root@alumno02: /home/alumno02
- Archivo Editar Ver Buscar Terminal Ayuda
root@alumno02:/home/alumno@2# apt-get install pptpd
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias
Leyendo la informacién de estado... Hecho
[N 4se instalaran los siguientes paquetes extras:
B bcrelay
Se instalaran los siguientes paquetes NUEVOS:
berelay pptpd
0 actualizados, 2 se instalaran, @ para eliminar y 141 no actualizados.
Necesito descargar 116kB de archivos.
Ise utilizaran 446kB de espacio de disco adicional después de esta operacion.
iDesea continuar [S/n]? s
Des:1 http://repositorios.molinux.info/molinux/ merlin/main bcrelay i386 1.3.4-2
.lubuntul.9.04.2 [22,7kB]
) /repositorios.molinux.info/molinux/ merlin/main pptpd i386 1.3.4-2.1]
ey ubuntu1.9.04.2 [92,9kB]
aescargados 116kB en 1s (98,4kB/s)

-2 Mancha

“

[ root@alumno02: /hom...

Una vez se haya completado la instalacion, nos situaremos en el directorio “/etc/ppp”,
listamos los ficheros y directorios que lo contienen.

Editamos el fichero “pptpd-options” con el comando nano.

File Edit
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= b Powered On
@ ws2003.1
& Molinwx 6.2
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() Ubuntu_Desktop

ew VM Team
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[To direct input to this VM, click inside or press Ctrl+G.

dows  Help

root@alumno02: /etc/ppp ——
Archivo Editar Ver Buscar Terminal Ayuda
root@alumno@2: /etc/ppp# ls
chap-secrets iy options
options.pptp
ipve-up.d  pap-secrets
ano pptpd-options |

peers

ip-up.d
ip-down. d pptpd-options
§root@alumnod2: /etc/ppp# n

Configuramos el fichero con los siguientes parametros.
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File Edit View VM Team Windows Help
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Ubuntu_Desktol
B o ko hivo Editar Ver Buscar Terminal Ayuda 6.2

GNU nano 2.2.4 Archivo: pptpd-options

Carpety e
Fll# Authentication

# Name of the local system for authentication purposes
# (must match the second field in /etc/ppp/chap-secrets entries)

Jillnane molinux02
requi re-mschap-v2

M o oxyarp
Biiinodefaultroute

# Optional: domain name to use for authentication
|# domain mydomain.net
[ 104 lineas escrit
[ Leer Fich g RePag. Cortar Texgl§ Pos actual
Buscar ag. . WU PegarTxt Ortografia

[ [ root@alumno02: fetc/p...
[To direct input to this VM, click inside or press Ctrl+G.

Ahora, nos situamos en el fichero “pptpd.conf” del directorio “/etc”, y hacemos las
siguientes configuraciones.

1) Molinu 6 2 - VNhware Workstation N w

File Edit View VM Team Windows Help
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# 4. If you give a single localIP, that's ok - all local IPs will
a be set to the given one. You MUST still give at least one remote
b 1P for each simultaneous client.

#

|# (Recommended)

[#localip 192.168.0.1

[#remoteip 192.168.0.234-238,192.168.6.245
# or

[#localip 192.168.0.234-238,192.168.0.245
#remoteip 192.168.1.234-238,192.168.1.245

ppp /usr/sbin/pppd
option /etc/ppp/pptpd-options
|localip 16.33.2.1

Ll renoteip 10.33.2.

Ver ayuda @ Guardar Leer Fich RePag. Cortar Texg
salir 8| Justificargl Buscar PegarTxt

] E root@alumno02: /etc
To direct input to this VM, click inside or press Ctrl+G. GoQHBOEE | E

Nos cambiamos al directorio “/etc/ppp” y editamos el fichero “chap-secrets”, donde le
asignamos un nombre de usuario, nombre de mdaquina y contrasena.
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File Edit View VM Team Windows Help
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[ : | ] root@alumno02: jetc

[To direct input to this VM, click inside or press Ctrl+G.

() Ubuntu_Desktop
| E r Buscar Terminal Ayuda
Modificado

g Cortar Tex Pos actual

Ortografia

CIFEE- TS TN

Una vez configurado todos los ficheros anteriores, reiniciamos el servicio, con el

comando “/etc/init.d/pptpd restart”

File Edit View VM Team Windows Help
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= @ Favorites root@alumno02: /etc
() Ubuntu_Desktop
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root@alumnod2:/etc# /etc/init.d/pptpd restart
Restarting PPTP:

[stopping PPTP: pptpd.

Starting PPTP Daemon: pptpd.

Jee root@alumnoe?: /etc#
a

7] : [ root@alumno02: fetc

To direct input to this VM, click inside or press Ctri+G.

Abrimos un cliente Ubuntu, y configuramos el cliente VPN.

Elegimos el tipo de conexion VPN (PPTP)

Editamos las conexiones VPN, elegimos la puerta de enlace a la que nos vamos a

conectar con su respectivo usuario y contrasefa.
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) VPN {5 DSL

i

Una vez aplicado los cambios, arrancamos la conexién.

) Ubuntu_Desktop - VMware Workstation,
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d) Conexion desde un cliente Windows y GNU/Linux VPN a un
servidor VPN.

En conexiones de red de un XP, creamos una nueva conexion con el asistente de

conexion nueva.

i) Windows XP Proffesional 1 - VMware Workstation

B . I
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rabaio.

Haga clic en Siguiente para confinuar.

ITo direct input to this YM, click inside or press Ctrl+G.

Elegimos la opcion “Conectarse a la red de

mi lugar de trabajo”

[ Windows XP Proffesional 1 - VMware Workstation

- -

., B

{3 Ubuntu_Desktop
@ Windows XP Proffesional
& @ Favorites

OQws- O &

File Edit View VM Team Windows Help
e @R SEEE &6
Sidebar X o D 3 olinux_6; buntu Server buntu_Desktop (T Windows XP Pr...
© P Powered On - G|
(5 Molinu 6.2
g

) Bisqueda arpetas
D ptsqueda [ carpet

& W X 9 -

G} Ubuntu_Desktop

Direceicn | @) Conexiones de gad

Asistente

‘ Asistente para c

Entrante

) conexiones eni]
Mo hay dlentes

LAN o Internet de alta

Conexidn de are

T, Adaptador Ethe

Asistente para conexidn nueva

Tipo de conexion de red
¢Aué dessa hacsr?

O Conectarse a Intemet
Consctarse a Intemet para poder exam\n%&\ ‘web y leer correo electionico.

(@ Conectarse a la red de mi lugar de tiabajo
Conectarse a una red de negarias (usando accesoteleférico o red
pivada vitual para que pueda abajar desds casa, oficna de campo u
olia ubicacién.

O Configurar una conexién avanzada
Conectarse a olio equipe diectamente uilizands su puetta seii, pardela o de.
infartojos. 0 configurar este eqUipo para que olfos equipos puedan Conectaise
adl

Seguidamente elegimos la opcién “Conexidn de red privada virtual” para conectarse a
la red usando VPN a través de Internet.
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| Windows XP Proffesional 1 - VMware Workstation

ile Edit View VM Team Windows Help

ue | R
Sidebar B
& [ Powered On

& Melinux 6.2

) Ubuntu Desktop

& Windows XP Proffesional @ s [5)
ards

= @ Favorites

Achivo Edcion Ve Favoritos  Heemienkas  Opoiones avarzadas  Ayuda

3 Peisaeds (= capetas [ 3 X K) [

& Ubuntu Desktop

sistente para

Conexién de red
C6mo desea conectarse a la ted en su lugar de trabaio?

Crear la conesién siguiente:

Conexdidn de &
Conectad

ectads
Ty, Adaptacir Ethe

Entrante
O Conexién de acceso telefdnico
& un médem y una i 5 5
< telefdnica |SDN (Fed dighal de , RDSI,
No hay clentes
(@ Conexién de red privada virtual
Conectarse a laed usanda una conesien de red privada vitual (VPN) a traves de
LAN o Internet de alta Interne.

[To direct input to this UM, click inside or press Ctri+

Pulsamos siguiente, y nos desplegara la siguiente ventana. Escribimos un nombre de

organizacién para la conexién.

3 Windows XP Profesionsl L - Vibwars Worktation

R == - —

File Edt View VM Team Windows Help

[eule oabB D82 DEE &5
Siclebar bl vome % @ oebans % Simomme2 X
& B Powered On "~ Canexiones. de red

) Mokinus 6 2

£ Ubuntu_Desktop : :
_®E:'.:mxwmnmm.u Quer O F Poiasss [Daees (5 5 X 9 @

£ Ubunty_Desirop Cescoin | @) Conestnes d

Asistents para conex

Wombre de conexidn
Expeciiue

Esciiba un nonbes para et conesidn an ol cusdio sguieese
Hernbie e a aigarizackn

W immn] e

conectr

| LANO Intermet de akta

|

Cerin do e

Pusde eccaibe, pas epemplo, el nombes de s clcia o of el servidr al s se.

[cann ) Sigiemta ] [ Carcelm | "

|« i
Ta direct ingut to this VM, ick incide or press

i Wingows XP Profiesional 1 - Vkiware Worlstation

File Edt View VM Team Windows Help
sule con BEas o=
p
1 I Powered On
) Molinuz 6.2
() Ubuntu_ Desktop
Wind XP Proff 1] N »
@ Dm0 putcn| Qi+ ) § Psiemets o |5 5 X 4 [
() Ubuntu_ Desitop

*=. Conexianes de red

Drsciin ) Coneenes do
Asistonto para conexin nueva

Honbre ol it o deecciée 1P 1 & miceoshcom o 15754011
__ Cenexianes enis 103220
g o by clenies,

LA 0 Internet de ata

?—l Conexidn de i
Conscta
oy Aelaptac B

Asistente
Seleccion de servidor VPN
O o VPN
|
Esciba el nombie ded host o ks dieccidn de protocolo Inkemet (F) del squipo ored ala
- entrante 52 29 coometenndo

T e

ide or press CliteG.

"
FELTTLEIEP

Elegimos la segunda opcidn, “Sélo para mi uso”
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| Windows XP Proffesional 1 - VMware Workstation

[, EED

File

Edit View UM Team Windows Help

mule @D
x

(%5 Windows XP Proffesional
5 @ Faverites

Qs - )

Sidebar £} Molinux_6_2
= b Powered On

(% Molinux 6.2 -

& Ubunts Deskeop Archivo  Ediitn Ver Favoritos _ Herramientas

VD sisaueda ([ Carpotas

% [ Ubuntu Server e Sl @ windows xP pr.. <

Opciones avanzadas  Ayuda

& % X9 @

{5 Ubuntu Desktop.

Asistente para cone

Dispori
Asistente para

lad de conexiin

Puede hacer que lanueva conesion esté disponible para tdos los uswaiios o
testingila para su uso exclusivo.

Entrante

CS

LAN o Internet de alta

usuatia no estar

Conexiones et
Mo hay cientes

OFluso de o

Conexidn de &

T3, Adeptador Ethel

Una conesion que se haya cieado para su uso exclusivo se guardard en su cuernta de

Crear esta conesién para:

® 36l para o

1 disporible 3 menos us haya iniciads |a sesidn.

alqui persona

AT
= +4 Inicio

[To directinput to this VM, click inside o press Ctrl+G

(3

COBLGEEIE

Finalizamos el asistente de configuracion.

3 Windows XP Proffesional 1 VMware Workstation

Fle Edt View WM Tem Windows Help
nde |8 &R
x

Sidebar

ftome X [ Debion s X [ Molnux 6 2
@ [ Powered On = Conexiones de red
@ Molinux6.2
Archivo Edcion Ver Favarkos Hermamientas

& Ubuntu Desktop.
& Windows XP Proffesional
5 @ Fovorites

Qs - © - 3| Poewess

x FRC e ] Windows XP Pr...

Opciones avanzadas  Ayuda

capetas | [ (50 X ) [

(& Ubuntu Desktop Direccin | @) Conexiones de ged

Entrante

LAN o Internet de alta

2

onectado
T A, Adeptador Ehel

Conexdones enty
o hay dientes

Conexién de érg

Asistente para conexidn nueva

Finalizacion del Asistente para
conexion nueva

e han finaizada carrestamente las pasos necesaios
para crear la siguiente conesid

Miguel

3

La conesicn se quardaré en a carpeta Canesiones de red.

gregar en mi sciloro un acceso diecto 3 esta conesisn

Fora creat I conesicn y cenar este asisterte, haga clic en
Finalzar

[To direct input to this VM, click inside or press Ctrl+G.

QOBAUEE|

Establecemos el usuario y la contrasena

File

Bt View VM Tem Windows Hep
n@& e
Sidebar x
B P Powered On
(3 Windows XP Proffesional
5 Molinuc 6.2
5 @ Favortes
Ubuntu_Desktop

frchive  Ediién  ver

Qs - ©

Favortos  Herramientas

O sisqueta [

Opciones avanzadas

ayuda

apetes | 5 (57 X )| [~

Asistente pars conexion nueva

Entrante

5

Conexiones entrartes
Hio hay dientes conectados

Normbre de

LAN o Internet de alta velocidad ;“‘7”“ N
Conexién de érea local

Conectach (] Guardar

T, Adeptador Ethermet PCLAMD
Selo,

Red privada virtual Cual

siguientes usuaios:

ste nombre de Usuario y contiaseia para s

o
iquiera que use este equipo

miguel

2

Desconectado [ conectar

) (Ccomemir ) (Fapoteces ) [ ese

o
" inpuerto WA (PPTF)

5 Ockin

movement, video

fleatures and improves mouse
g to th

[ InstallToos | [ Remind e Later | Never Remind Me

e
gl i ' system and cick Instal Took.

[To direct input to this VM, click inside or press Ctrl-G
E e

e

Comprobamos que se ha establecido la conexion con éxito.
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|1 Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows Help

u@e @3
Sidebar X
= D Powered On
(% Windows XP Proffesional
(% Molinus 6.2
B @ Favorites
() Ubuntu Desktop

S Conexiones de red

rchivo Ediién Ver Favoritos Herramientas  Opciones avanzadas  Ayuda

Qs - O

¥ O sisaeta [ caperss

Ubuntu_Desktop

35 X9 =

£l s Windows XP Proffesional 1 x

Grecciin | @) Conexiones de red

Asistente

Asistente para conexién nueva

Entrante

_ Concsones entantes R
Ho hay cisntes conectados

LAN o Internet de alta velocidad

Conexidn de &rea local
Conectada

T3, Adaptador Ethernat PCLAID ..

Red privada virtual

+4 inicio

s Gk e sl srsen VMiare Tools enables many featur

‘i) miguel esta ahora conectado x
Haga dlic aaui para obtener més informaridn,

v 8

RE 5

s movement, video and performance,

system and dick Instal Tools

Ll F—— »
To

S =

Login to the quest operating | Instal Tooks | [ Remind Me Later | [ Never Remind ve |

is UM, click inside or press Cirl+G.
== mr— |

. —

Abrimos un cliente Ubuntu, y configuramos el cliente VPN.

Elegimos el tipo de conexion VPN (PPTP)

Editamos las conexiones VPN, elegimos la puerta de enlace a la que nos vamos a

conectar con su respectivo usuario y contrasefia.

s s vaa_ .

ile Edit View VM Team Windows Help

e gar D8
sbar g
[ Powered On

{3 Molinux 6 2

(3 Ubunty_Desktop
@ Favorites

(% Ubuntu_Desktop

X | [ Ubunt Server

© Editando Conexion VPN 1

Nombre de la conexién: |
Conectar automaticamente
VPN | Ajustes de IPv4

General

Gateway: [10.33.2.3

Optional

Username: [miguel

Password: inves

& Show password

NT Domain:

2ll 5 Ubuntu_Desktop [Tl L L

)

vil () VPN |n DSL

havez. | adedir

\alameouagy

Disponible para todos los usuarios

[ root@miguel: /home/m
irect input to this VM, click inside or press Crl+G.

" Editando Conexion VPN 1

Q@ miguel O

Una vez aplicado los cambios, arrancamos la conexién.

[OF=1=E T
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| Ubuntu_Desktop - VMware Workstation

File Edit View VM Team Windows Help
sule @GR

Sidebar lall A Home CCT T Pl 3 ubuntu_Desktop ¢ [fis
= [ Powered On $

& Molinwx 62

(5 Ubuntu_Desktop
= @ Favorites

{3 Ubuntu_Desktop

Practica documento documento.asc

@ Conexiones de red

i Cableado & Inaldmbrico i Banda ancha mévil () VPN <n DSL

Usada por ditima vez | Afadir |

| ahora

miguel: /home/ = Conexiones de red
To direct input to this VM, click inside or press Ctrl+G. i [OT=1=] HBRO|E 4

Esperamos a que se conecte.

|.J) Ubuntu_Deskiop - VMware Workstation —— — — I R [PS Fc
File Edit View VM Team Windows Help

sn@e 8GR

Sidebar Bl A Home

8 | Powered On o = @miguel O
3 Molinu 6.2
{3 Ubuntu_Desktop

= @ Favorites Ifupdown (ethl)

(3 Ubuntu_Desktop

PEELT L LIEEY,

|To direct input to this VM, click inside or press Ctrl+G.
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5. VPN de acceso remoto

a) Utiliza la plantilla del curso virtual para configurar los

parametros.

b) Configurar el router Linksys RV200 como un servidor VPN de

acceso remoto.

En la pestafia VPN, cliente de acceso, nos creamos un nombre de usuario con su

contrasefa

VPN Client Access

Wiirel Firewall

Fimurare Version: 10,2

WRV200

Wireless-G VPN Router with RangeBooster

VPN Qos status

| vPNPassthroush | IPSec VPN VPN Summary

VPN Client Access
VPN

Username: miguel
Password: = sssss
Re-enterto contrm: .
i Ifthe Router
Allow USer to change password? Yes @ HNo Eiean
VPN Client List Table.
Wo| Active |  usemame Fassword EdiRemove
4 Edt | [ Remove
2 Edt | [ Remove
3 Edt | [ Remov
A Edt | [ Remove Cerlificate Management
You can manage the
° Edt ]| Remove certiicate used for
3 Eot | [ Remove securing the
communication between
7 Edt | [ Remove the router and QuickvPN
Clients. You can
s
EXY) [k Generate, Exportfor
s Eat | [ Remove Admin, Exportfor Client
and Import certificate
10 Edt | [ Remove from

Una vez pulsado el boton “ADD” configuramos la IP a través de la siguiente pantalla.

LiINKSYS®

A Division of Cisco Systems, Inc.

VPN Client

c¢) Configura tu cliente VPN en Windows.

WWARNIMG: In order to ensure proper functionality, the router will
need to change its Local IP address differs from 192.168.1.x to
avoid conflicts with the remate network. You will need to reboot
all PCs and network devices connected to the router. If you have
set static IP addresses on any device or if you are using port
forwarding, you will need to update its IP address to the new IP
range to proper operation.

Please input new Local IP Address below and press Save
Settings to store your configuration.

Local IP Address:

Subnet Mask:

ftings

Close
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En conexiones de red de un XP, creamos una nueva conexion con el asistente de

conexion nueva.

i) Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows Help

u@e | 66n B & @

Siclebar x fome

= b Powered On
& Molinux 6_2

(5 Ubuntu Desktop
{3 Windows XP Proffesional

arss - () i nsueda [[ 7 Corpetas
- © Frottes Q- Q- B f i

3 (¥ X © @

& Ubuntu_Desktop

Asistente para S
conexion nueva

Este asictente le apucla &
Entrante

___ Conexiones ent
. oy diertes

LAN 0 Internet de alta

+ Conectarse a nternet,

Conexién de 4rd

T, Adsptador Ethey

Haga cic en Siguiente para continuar,

< Alrés

Este es el Asistente para

* Conectarse 3 una red piivada, comoa de su lugar de
rabaio.

El —— ’

ITo direct input to this VM, click inside or press Ctrl+G.

Elegimos la opcidn “Conectarse a la red de mi lugar de trabajo”

| Windows XP Proffesional 1 - VMware Workstation

e ——

. ==

File Edit View VM Team Windows Help
su@e aap i | @ =
Sidebar
& P Powered On
& Molinux 6.2

(]

Bl & Home X |§ Monux 62 X @ UbuntuServer X | Ubuntu_Desktop

x

(%) Windows X Pr...

@ Ubuntu_Desktop
(8 Windows XP Proffesional
= @ Favorites

Qws - () (T Doisauds | capetss

¥ X B m-

3 Ubuntu Desktop Direceidn | @) Conexiones de ged

Fer— Asistente para conexidn nueva

‘ . Asistente para c

Entrante

Tipo de conesion de red
20ué desea hacer?

O Conectarse a Intemet

Conectarss a Intemet para poder exam\n%&\ Web y lesr cone slectiénico.

__ Conesiores ent]

@ Conectarse ala red de mi lugar de tabajo
o hay dlientes

Conectarse a una red de negocios (usando acceso teleférico o red
piivada vitlual) para aue pueds tabsjar desde casa, oficia de campo u
otia ubicacién.

LaN o Internet de alta O Configurar una conexion avanzada

Conectarse a olro equipo diectamente uliizando su pusto sere, paralelo o de

Conexién de infarcjos. o configuar este equipa para ue oifos equipos puedan consctaise
Conectado ael
T, Adapkadar Ethe

Seguidamente elegimos la opcién “Conexidn de red privada virtual” para conectarse a

la red usando VPN a través de Internet.



Miguel Angel Garcia Felipe

3 Windows XP Proffesional 1 - VMiare Workstation

T Fle Edt View WM Tem Windows Hep
aue 8GR
Sidebar x
& b PowersdOn
& Molinu 62
& Ubuntu_Desktop

@ Windows XP Proffesional
& @ Favortes
@ Ubunty_Desktop

Asistente

Conexién de red
e

| Entrante

Conexdones ent
Nohay dientes

LAN o Internet de alta

Crearla conerién siguiente:

O Conexion de acceso telefénico

Conectarse usando un médem y una linea teleférica analégica o una linea
teleférica ISDN (Red digtal e servicios ntegrados, ADSI)

(@ Conexion de red privada virtual
o ’

atiavésde
Inteinet.

e or press Ctrl+G.

Pulsamos siguiente, y nos desplegara la siguiente ventana. Escribimos un nombre de

organizacién para la conexion.

3 Windows XP Profesionsl L - Vibwars Worktation

File Edt View VM Team Windows Help

| Sicebar
= b Powered On
3 Molinu 6 2
) Ubuntu_Desitop

o B o 0 | 3

£ Ubuntu Desktop

"~ Conexignes: de red

Q-

Chocoin [@ Conexies

R == - —

e ule sop DAL DE0 &%
x

X UnnuSever X |§ Uiy Deskiop

) Bisaeds [capas (5 5 X ¥) [

Cenaeres entd
o hay dens

| LANO Intermet de akta

LIk

i o i

Esciba un nonke para esta conersdn en el cuadio sguierte

Hembie e I sigarizacién

o

Pusde eccaibe, pas epemplo, el nombes de s clcia o of el servidr al s se.
conectr

S

Ta diect ingut o this VM, fick insde or press Crl .

Escribimos la direccion IP del host al que nos vamos a conectar.

i Wingows XP Profiesional 1 - Vkiware Worlstation

R - - -

File Edt View VM Team Windows Help

Sidebar ol 4 rome  x |& cebans
, [ Powered On
G Molinux 5.2
) Ubuntu Desitap
@ Windows XP Proffesional
= @ Favortes
@ Ubuntu Desitop

*=. Conexianes de red

Drsciin ) Coneenes do
Asistente

@mwﬂ

- Entrante

__ Conexiones e
; N hay chentes

LAN o Internet de alta

?—l Gonean de
Conectark
A, Asotace Exhe

Seleceion de servidor VPN
pos

sule ol OsEas 0l &6

X & Mol

Qs - @ @ Pososs [Conws (5 5 X 9 [

Esciba el nombie del host o s disccide de prosacla Intest (P) del sauipo o red a la
e 52 echd conaclanda

Nt di host o dieccién 1P (o, 6 microse.com o 157 54011
103220

(vPHI?

Come s

e s Inicio
[To direc input to this VM, click inside or press Ctil+ 6.

Elegimos la segunda opcidn, “Sélo para mi uso”




Finalizamos el asistente de configuracion.
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File

Edit View UM Team Windows Help

mule @D
x

Sidebar

5 Ubunty Desktop
= b Powered On
(% Molinux 6.2
& Ubunts Deskeop Archivo  Ediitn Ver Favoritos  Herramientas  Opclones avanzadas Ayuda
(%5 Windows XP Proffesional . )
atds -
= @ Favorites @ o

S pisaeda ([ Capetes | [ 50 X )

{5 Ubuntu Desktop.

tll @ windows xe pr...

Asistente para conexion nueva

Disponi

lad de conexiin

Puede hacer que lanueva conesion esté disponible para tdos los uswaiios o
testingila para su uso exclusivo.

&)

Una conesion que se haya cieado para su uso exclusivo se guardard en su cuernta de
usuaria y no estara dispanible a menos que haya irciado s sesién.

Entrante

___ Conexiones ent
Mo hay cientes

LAN o Internet de alta

#

Conectedn
T3, Adeptador Ethel

Crear esta conexién para:
O Eluso de cualquier persnia

® 36l para o

Conexidn de &

[To directinput to this VM, click inside o press Ctrl+G

[-)

dows XP Proffesional 1 - VMware Workstation
File

Edit View VM Team Windows Help
sule 8Gn EHEE @ E
Sidebar X

& [ Powered On
& Molinux 6.2

f Home X i Debans X

& Ubunty_Desktop
"= Conexiones de red

& Ubuntu Deskiop Archivo  Edicén Ver Favoritos  Herramientss  Optiones avanzadas  Ayuds
(3 Windows XP Proffesional a ) @ g =, 5
Qavas + ) Bisqueda Campatas | | 5
5 @ Fovores Q B F = 33 X9 E
() Ubuntu_Deskiop Dreceén | @) Coneiones de o

bl 5 windows P r... x

Asistente

‘L Asistente para d

Entrante

Asistente para conexi

Finalizacion del Asistente para
conexion nueva

Se han finalizado comectamente los pasos necesaiios
paia crea la siguiente conesidn:

Miguel
___ Conexiones ety &
Mo hay clentes

LAN 0 Internet de alta

Conexién de érd
Conectado

T8, Adaptador Ethe

La conesidn se guardard en la carpeta Conerianies de red.
Agiegar en mi escitorio Un scceso diecto a esta conesion

Para crear la conesidn y ceiar ests asistente, haga oiic en
Finalizar.

[To direct input to this UM, click inside or press Cirl+G.

Establecemos el usuario y la contrasena

«

Side
El

£ @ Favorites

ebar Ubuntu Server %
[ Powered On

(5 Windows XP Proffesional
B Molinux 6_2

& Ubuntu_Deskiop

archiva

Edicion e

Qe - ()

Favoritos  Herrsmientas  Opciones svanzadas  Ayuda

@ Ubuntu_Desktop

& pau’squeda [ capetes | [ (37 X 6) [T~

£ll © Windows XP Proffesional 1 5

; Asistente para conexion nueva

Entrante

___ Comeiones entrantes
Ho hay dientes conectados

| LANo Internet de alta velocidad ESHT"D N

Conexidn de &rea local

#

Canectada ] Guardar este nombre de usuario y conrasefia para los
T 3, Adaptarar Ethernet PCT AHD

siguientes usuiaios
Séloyo
Red privada virtual

2

Cuslquisra que uss este equino

miguel

[_Conectar_] [ Cancelar ] [ Propiedades | [ Ayuda

- Minipuerto WA (PPTF)

VMware Tools enabis

5 Clickin the virtual screen i

tosend keystrokes

movement, video and performance. Log in to the
system and dlick Install Tooks.

nr r

Install Tools | [ Remind Me Later | [Never Remind Me

[To direct input to this VM, click inside or press Ctrl-G.
= il el

——
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Comprobamos que se ha establecido la conexidn con éxito.

[l Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows Help

®nle (860 & BEE &%

e rrrr e
74 Inicio

Glickin the virtual screen
B3 send keystrokes

ce. Login to the quest operating

Install Toos | [ Remind Me Later | Never Remind Ve |

i
To this VM, click inside or press Cirl+G.
T~ i —

P s B E—— e Y

6. VPN sitio a sitio

CoGaENC &
—

a) Utiliza la plantilla del curso virtual para configurar los

parametros.

b) En cada sitio existe un router Linksys RV042.
Configurar cada sitio - router Linksys RV042 utilizando el

simulador
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TECNICAS DE CIFRADO: COMUNICACIONES SEGURAS
7. SSH

a) Instalacion del servidor SSH en GNU/Linux

Instalamos el servidor ssh con el comando “apt-get install openssh-server”

VR . = = =
| Molinux_6_2 - VMware Workstation B
File Edit View VM Team Windows Help
sule | oGn O88L| 0
Sidebar * PR & volinux_6_2 % JERTE s
& [ Powered On Aplicaciones Lugares Sistema '):O:!
{3 Molinux 6.2
= @ Favorites

3 alumno02 ;l
() Ubuntu_Desktop

root@alumno02: /home/alumno02
Buscar Terminal Ayuda 6_2
root@alumno®2:/home/alumno®2# apt-get install openssh-server

Leyendo lista de paquetes... Hecho

Creando &rbol de dependencias

Leyendo la informacion de estado... Hecho
openssh-server ya estd en su version mas reciente.

»  Medin
Archivo Editar Ver

Carpet

Blo actualizados, © se instalaran, © para eliminar y 141 no actualizados.
root@alumno®2: /home/alumno02#

+La Mancka

(] (] root@alumno02: /hom...
To direct input to this VM, click inside or press Ctrl+G.

| Molinux_6_2 - VMware Workstation
File

Edit View VM Team Windows Help

n@e | 8

Silabiai * RE & Molinux_6_2 R
= [ Powered On Aplicaciones Lugares Sistema “)QE =2

{5 Molinux 6.2

(@ Ubuntu_Desktop
= @ Favorites

{3 Ubuntu_Desktop [

root@alumno02: /home/alumno02
. Archivo Editar Ver

Buscar Terminal Ayuda

root@alumno@2:/home/alumno02# /etc/init.d/ssh status
* sshd is running

root@alumno®2: /home/alumno02#

b
4
Mancha

] [ root@alumno02: /hom...

To direct input to this VM, click inside or press Ctrl+G.
€
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b) Conexion al servidor SSH mediante cliente GNU/Linux y
cliente Windows.

Tenemos instalado el servidor SSH.

File Edit View VM Team Windows Help

suDe ook ODEee
P

Sidebar :.:ll ( Ubuntu_Desktop

= Dgw';::i"i:“ 43 Aplicaciones Lugares Sistema ‘2) @ =t 0 Q miguel (H
& Ubuntu_Desktop Obtener ayuda con Ubuntu

= @ Favorites © © ® root@miguel: /home/miguel

(3 Ubuntu Desktop
|Ar(h\vo Editar Ver Terminal Ayuda
miguel@miguel:~$ sudo su
[sudo] password for miguel:
root@miguel:/home/miguel# apt-get install ssh
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias
sleuthkLeyendo la informacion de estado... Hecho
Se instalaron de forma automatica los siguientes paquetes y ya no son necesarios,

linux-headers-2.6.32-21 linux-headers-2.6.32-21-generic
Utilice «apt-get autoremove» para eliminarlos.
Se instalaran los siguientes paquetes extras:
i openssh-server
sleyPaquetes sugeridos:
rssh molly-quard openssh-blacklist openssh-blacklist-extra
Se instalaran los siguientes paquetes NUEVOS:
openssh-server ssh
0 actualizados, 2 se instalaran, © para eliminar y 1 no actualizados.
Necesito descargar 286kB de archivos.
praSe utilizaran 827kB de espacio de disco adicional después de esta operacion.
¢Desea continuar [S/n]? sfj

] root@miguel: /home/mi

I To direct input to this VM, click inside or press Ctrl+G.

Desde un cliente, ejecutamos “ssh miguel@®10.33.2.22"” esto nos permitira
conectarnos mediante el cliente miguel al pc (10.33.2.22)y asi realizar operaciones
remotas.

File Edit View VM Team Windows Help

sulle gap beas m
st * Rl & molinux_s_2 < [ it Destop X [ Windows XP roffesinal 1
= b Powered On Aplicaciones Lugares Sistema ')(0)‘! #mQ ¢ B ® aumnon2 =
& Molinux 6.2
{3 Ubuntu_Desktop
) Windows XP Proffesional e
= @ Favorites . . -
(& Ubuntu_Desktop . Archivo Editar Ver Buscar Terminal Ayuda

root@alumno®2:/home/alumno®2# ssh miguel@16.33.2.22
The authenticity of host '10.33.2.22 (10.33.2.22)' can't be established.
RSA key fingerprint is 9b:28:90:0c:2c:a8:ad:5b:ea:5a:2f:17:cc:fb:2f:7d.
Are you sure you want to continue connecting (yes/no)? yes
[elagrarning: Permanently added '10.33.2.22' (RSA) to the list of known hosts.
Bllmiguel@16.33.2.22's password:
Linux miguel 2.6.32-36-generic #79-Ubuntu SMP Tue Nov 8 22:29:26 UTC 2011 i686 G
NU/Linux
Ubuntu 10.04.3 LTS

[SEitlvie Lcome to Ubuntu!
* Documentation: https://help.ubuntu.com/

1 package can be updated.

0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

To direct input to this VM, click inside or press Ctrl+G.

Comprobamos que estd conectado.


mailto:miguel@10.33.2.22
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1 Molinux 6.2 - VMware =B
Fle Edit View VM Team Windows Help

e tar O oEB 85

Sidebar ol rome  x & WuntuSever X & Ubntu Deskiop X |5 Wndows XP Proffescnal 1
: ,pfw;,lau..“ ca Lugares ma DM 6] Qg
B Molinu 6.

@ Ubuntu Desktop
) Windows XP Proffesional
= @ Favorites

@ Ubuntu Desktop vo Editar Ver

RSA key fingerprint is 9 :8 a8:ad:5b:ea:S5a:2f:17:cc: fb:2f:7d.
Are you sure you want to continue connecting (yes/no)? ye:

Warning: Permanently added '10.33.2.22' (RSA) to the list of known hosts.
miguel@10.33.2.22's password:

inux miguel 2.6.32-36-generic #79-Ubuntu SMP Tue Nov 8 22:29:26 UTC 2011 1686 G
U/Linux

buntu 10.84.3 LTS

[Jvetcome to ubuntu!
* Documentation: https://help.ubuntu.com/

1 package can be updated.

o updates are security updates.

e programs included with the Ubuntu system are free software;
BBlithe exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law
vou have mail.
b4 miguel@miguel:~$ [}
.
2 Nty

0 O miguei@miguel: ~

[To direct input to this VM, click inside or press Ctrl+G.

Por el contrario, si queremos conectarnos desde un cI|ente Wmdows debemos

instalarnos la aplicacién “putty” para poder conectarnos al servidor Linux mediante
SSH. Nos conectamos mediante la IP del servidor usando el puerto 22.

) Windows XP Proffesional 1 - VMware Workstation

File Edit View VM Team Windows Help
e cap Oeecon@ &3
Sidebar

P Powered On
@ Mofinux 6.2
@ Ubunty Desktop
(@ Windows XP Proffesional

X T S S T U TR e R ] s Windows XP Proffesional 1

@ Favorites
@ Ubuntu Desktop

Basic oplions for your PUTTY session
Specily the dastination you want to connect to

Host Name for 1P addiess) Port
1033224 2
Connection byps

ORaw O Teet ORiogn @55H O Sesial
Load. savs or delete 3 stored session

Saved Sessions

Delek Settrgs

Closs window on exit
O bz O Never

o - W Tilicio. -~ e 7

R PUTTY Corfiguratin
To direct input to this VM, click inside of press CtrlsG.

Una vez conectados a la consola, elegimos el usuario, ingresamos la contrasefia
vez tengamos la conexion, podemos operar remotamente con el servidor.

() Windows XP Proffesional 1 - VMware Workstation %

,yuna

File Edit View VM Team Windows Help
nPe 8GR
Sidebar
5 B Powered On
@ Molinux 6.2
& Ubuntu_Desktop
(3 Windows XP Proffesional
2 @ Favorites
& Ubuntu_Desktop

tll 5 Windows XP Proffesional 1

=
[To direct input to this VM, click inside or press Ctrl+G.
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c) Escenario CISCO: Conexion segura a la administracion de un

router.

Tenemos el siguiente escenario, con un router con ssh y un cliente.

& Cisco Packet Tracer

Seprndad e T ol

New Cluster  Move Object Set Tiled Background Viewport

< m ]

F_
PC-PT 192.168.2.0/24 Router-PT
pPCo Miguel

(@

Time: 00:20:52 | Power Cycle Devices

Realtime

Sl |
)| [___Connections ] "

- -

‘/.;

[——

-

‘/.;

-

.

-

w

4

i) scenario 0 ] |Fire

Y

Copper Cross-Over

Last Status

Source

! | | Toggle DU List Window
[

Destinatio

v

Configuramos el nombre del servidor, el nombre

Activamos la conexion, con el usuario y la contrasefia

mﬁlg

r
& Routerd

Physical I Config ‘ CLI | ]

10S Command Line Interface

TeTem TTOTTTEIOT

Continue with configuratvion dialog? [yes/nol: n

Press RETURN to get started!

Routerrenable

Routergconfig ©

Enter configuration commends, one per line. End with CNTL/Z.

Rouser (config) $hostname miguel

miguel(config)#ip domsin-name miguel.asir0Z

miguel (config) fcrypto key gemerate rsa

The name for the keys will be: miguel miguel asir0Z

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 mey take

I & few minutes.

m

How many bits in the modulus [513]: 1024
% Generating 1024 bit RSA keys, keys will be non-expertable...[OK]

miguel{config)§ 4

-
& Routerd

Physical I Config | CLI ‘ )

10S Command Line Interface

TgOET OO I T F
miguel (eonfig)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel (config)#

miguel(config)#line vty 0 4

miguel (config-line)#transport input ssh
miguel (config-line)#login local |
|| |migueliconfig-line)fusername miguelssh privilege 15 password inves

(| |* Invalid input decected at '~' marker.

miguel (config-line)#userneme miguelssh privilege 15 password inves L
miguel (config) § %

de dominio y generamos una clave.
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Establecemos la IP al router, en su correspondiente interfaz. Y guardamos los cambios

¥ Routerd - [E= ==

Physical | Config | CLI

105 Command Line Interface

e L
miguel{config) &

miguel{config) &

miguel{config) &

miguel{config) &

miguel{config) #line vey 0 4

miguel{config-line)ftransport input ssh

miguel{config-line)#login local

miguel{config-line) fusernsme miguelssh privilege 15 password inves

% Invalid input detected at marker.

miguel{config-line)fusernsme miguelssh privilege 15 password inves
miguel{config) finterface fast 0/0

miguel{config-if) fip address 192.168.2.1 255.255.255.0
miguel{config-if) §no shucdown

SLINE-S-CHANGED: Interface FastIthernetO/0, changed state To up

miguel {config-if) #no shuttdown

m

% Invalid input detected at '~' marker.

miguel{config—if)§ -

Copy H Paste

En el cliente, con la IP ya configurada, abrimos el terminal, y accedemos mediante ssh
al router.

& pco [E=EEN

Physical | Config = Desktop
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SERVIDORES DE ACCESO REMOTO

8. Protocolos de autenticacion:

a) Escenarios CISCO: Interconexion de redes mediante
protocolos PPP, PAP, CHAP

PPP

Configuramos el siguiente escenario.

N
& Cisco Packet Tracer B pOW S GPUEETRe P PR | eRge & -E.El.g
Fie Edit Optons View Tools Extensions Help
o = S ]
=2 uEE R o0 s ms
i Root New Cluster  Move Object Set Tiled Background Viewport
ogica
A 5 =
X
10.0.0.0/30 E
0.1
G E
e o R
! LIC20 Router1 192.168.3.0/24 ®
3.2
22 N
11 S Fal/l
. P —— | Q,
Switch-PT o
7 = swkher 0 Sepr |
= N
i PCO R‘;
|
<]
l
o (5
Time: 00:19:58 | Power Cycle Devices Realtime
|y — JE—  |Fire LastStatus Source Destination Type Color
| s—mm= )2 () (<) (76 £ D
. 3 D)
‘;’ - s = E] [ s | " | | Toggle POU List Window
Copper Straight-Through < ] '

Configuramos el router 1, estableciendo el enrutamiento correcto.

2

=

Physical | Config | CI_[|

GLOBAL E .
—————— Static Routes
Settings
Algorithm Settings Network 192.168.2.0
ROUTING Mask 255.255.255.0
Static Next Hop 10.0.0.1
RIP

Add |
INTERFACE
FastEthernet0/0

[ FastEtherneti/0
Serial2/0
Serial3/0
[ FastEthernet4/0 i
[ FastEthernet5/0

Remove

Equivalent I0S Commands

Router {config-router) §

Network Address |
192.168.2.0/24 via 10.0.0.1

Router (config-router) fexit
Router (config) #ip route 152_168.
I Router (config) g

2.0 255.255.255.0 10.0.0.1
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Configuramos el router 0, estableciendo el enrutamiento correcto.

-
(? Router

Py S

Physical | Config | CI_[|

GLOBAL -
[ setings
[ Algorithm Settings
ROUTING
Static

Static Routes

MNetwork
Mask
Next Hop

192.168.3.0
255.255.255.0
10.0.0.2

RIP

Add

INTERFACE

Network Address
192.168.2.0/24 via 10.0.0.2

FastEthernet0/0
| FastEthernet1/o
Serial2/0
Serial3/0
[ FastEthernet4/0
[ FastEthernets/D

Equivalent 105 Commands

Routerfconfigure terminal
guration commands, one per line. End with CNTL/Z.
g)#ip route 152.1&2.2.0 255.255.255.0 10.0.0.2

Router (config) §

Configuramos el serial 2/0 con el protocolo de encapsulacion ppp en el router 0.

-
& Routerd

=

Physical | Config | CLI |

10S Command Line Interface

EICEr CONCIOULSC IO Ot PRS2 = e e 2 1=

Router (config) g

Router (config) gend

Router#

%5YS-5-CONFIG I: Configured from conscle by conscle
copy running-config startup-config

Destination filename [startup-config]?

Building configuration...
[CE]

Routerfconfig t

Enter configuration commands, one per line.
Router (config) #interface serial Z/0

Router {config-if) §encapsulation ppp

Router (con. %

Router (config-if)

Router (config-if) fend

%5YS-5-CONFIG TI: Conf
Routerfcopy running-config startup-config

gured from consocle by consocle
Destination filename [startup-config]?
Building configuration...

[OKE]

Router

T WICIT CHILT -

End with CNTL/Z.

m

Copy H Paste
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Configuramos el serial 2/0 con el protocolo de encapsulacion ppp en el router 1.

-
& Routerl ‘-—ﬁ E@g
| Physical | Config | CLI |
10S Command Line Interface
O OO I T I OO CE L T TERTT
Router (config) #ip route 192_168.Z.0 2Z55.255.255.0 10.0.0.1 i
Router (config)
Router (config) fend
%5¥Y5-5-CONFIG I: Configured from conscle by conscle
Routerfcopy running-config startup—config
Destination filename [startup-configl?
Building configuration...
[CK]
Routerfconfig t
Enter configuration e , one per line. End with CNTL/Z.
Router (config) #interface serial Z/0
Router (config-if) fencapsulation ppp
Router (config-if) g
Router (config-if) g
Router {config-if) §end
%5¥Y5-5-CONFIG I: Configured from conscle by conscle
Routerfcopy running-config startup—config
Destination filename [startup-config]? £
Building configuration...
[CE] | 4
Router -
Copy ] ’ Paste
= J

Autenticacion PAP

Cambiamos el nombre de los routers (hostname)

r LR — . - M
@ Cisco Packet Tracer L d - ) e
Fle Edit Options View Tools Extensons Help
= =
AN G
Logical [Root] New Cluster  Move Object Set Tiled Background Viewpart
= | a
C = M I
Y
10.0.0.0/30 E
0.1
Y — =
ter-pT m =
Router-]
EER 0 asirt asir2 192.168.3.0/24 %
I 3.2
22 :
- Switch-PT pc-PT | .
“pcpT 5;‘"2";‘? Switcht PCL e
PCO it Ri
|
f
o @
Time: 00:24:58 | Power Cycle Devices Realtime |
. - 3 Fire LastStatus Source Destination Type Color
S e o - D Seenario 0 - |
= PN s = ! =z J ' | [ Toagle POU List Window
Copper Straight-Through “ i v
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En el router asirl habilitamos una contrasefia, y un usuario. En la interfaz serial 2/0

establecemos el protocolo de autenticacién pap.

r
\E asirl

=

Dhymcall Config | CLI|

105 Command Line Interface

TOUTEC OO T TS CIEIE == T T
asirl(configlg

asizl{config) fend

%5YS-5-CONFIE I:
asirlgcopy running-config startup-config

Configured from conscle by consale
Destination filename [startup-configl?
Building configuration. ..

[OK]

asirlgconfig t

Enter configuration commands, cne per line. End with CNTL/Z.
asirl{config) fenable password inves

asirl{config)fusername asirl password inves
§| |==irliconfig)ginterface =2/0
asirl {config-if) §ppp authentication pap
SLINEPROTCO-5-UPDOWN: Line protocol on Interface SerialZ/0,
asirl{config-if)#pap sent—usernsme asir? password inves

% Invalid input detected at '~' marker.

asirl {config-
asirl (config-

£)$ppp pap sent-username asizZ password inves

changed state to down

En el router asir2 habilitamos una contrasefia, y un usuario. En la interfaz serial 2/0

establecemos el protocolo de autenticacidn pap.

\? asir2

Phymcall Config | CLI|

I0S Command Line Interface

B e I S
gl #
asiz?{config) fend

%5¥YS5-5-CONFIC_I: Configured from conscle by conscle
asirZfcopy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

asirig

3LINEPROTO-5-UPDOWN: Line protocol on Interface SerizlZ/0,

asirigeonfig t

Enter guration commands, one per line. End with CNTL/Z.

asizZ g) #ensble password inves

asizZ g) $username =siz? password inves
g) #interface sezial 2/0

£)§ppp suthentication pap

asirz
asirz
asir| #ppp pap sent-username asirl password inves

lconfig-ifl$
SLINEPRCTO-5-UPDOWN: Line protocol on Imterface SerialZ/o

asirZ

asirZ{config-ifl#

changed state to down

changed state to up

|.m




Autenticacion CHAP

Router asirl
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En la interfaz serial 2/0 establecemos el protocolo de autenticacién pap.

i
& asirl

== )

Physical | Config | CLI

10S Command Line Interface

BUT IO CONCIQUISC IO -
[OKE]

asirliconfig t

Enter configuration commands, one per line. End with CNTL/Z.
asirl (config) §enable password inves

agsirl (config)fusername asirl password inves

asirl (config) #interface sZ/0

asirl{config-if) #ppp authentication pap

asirl (config-if) §pap sent-username asir? password inwves

t % Imvalid input detected at '"' marker.

asirl (config-if) §ppp pap sent-username asir? password inves
asirl (config-if)#§

asirl (config-if) fexit

asirl (config) #interface serial Z/0

2sirl (config-if) §ppp authentication chap
asirl (config- S

asirl (config-if) §

$LINEEROTO-5-UPDOWN: Line protocol on Interface SerialZ2/0, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface SerialZ/0, changed state to up

m

Copy H Paste

Router asir2

En la interfaz serial 2/0 establecemos el protocolo de autenticacién pap.

-
'\? asir2
Physical | Config | CLI |
I10S Command Line Interface
TS TINSCIOT TSNS [STSITUp - CONIIgT Y
Building configuration... 0
[OE]
asirzg
SLINEPROTO-5-UPDOWN: Line protocol on Interface SerialZ/0, changed state to down
asirZfconfig t
guration commands, one per line. End with CHIL/Z.
g) #enable password inwves
g) fusername asirlZ password inves
g)#interface serial Z/0
g-if) éppp authentication pap
g-if) §ppp pap sent-username asirl password inves
g-if)§
$LINEFROTO-5-UPDOWN: Line protocol on Interface SerialZ/0, changed state to up
{l
28irZ (config-if) fexit
2s8irZ (config) §
2sirZ (co glE
23irZ (co gl ginterface serial 270
23irZ (eo g-if) §ppp suthentication chap ‘E‘
23irZ (co g-ifi & | 4
25irZ (config-if) § 57
Copy ] ’ Paste ]
€
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SERVIDORES DE ACCESO REMOTO
9. Servidores de autenticacion

a) REDES INALAMBRICAS: WPA Personal

- Configurar router inalambrico Linksys WRT54GL en modo
seguro: (Cambia el SSID por defecto y desactivar el
broadcasting SSID, deshabilitar DHCP, cambiar nombre de
usuario y contrasena, activar el filtrado de MAC, WPA2, cifrado
TKIP+AES).

Una vez hemos accedido al router, nos situamos en la pestafia Setup, Basic/Setup, y
deshabilitamos el servidor DHCP.

Wireless-G Broadband Router WRT54GL

Ac s Applications

- A Administration
Restrictions & Gamin

Setup Wireless Security

Basic Setup

Internet Setup

Internet Connection Type Automatic Configuration - DHCP Automatic Configuration -
DHCP : This setting is most
commonly used by Cable

Optional Settings Router Name: WRTS4GL DpEfots

(required by some I1SPs)
Host Name: Host Name : Enter the host

name provided by your ISP.
Domain Name:

Domain Name : Enter the

MU Auto e domain name provided by your
Size: 1500 ISP
More...
Network Setup
Router IP Local IP Address: 192 . 168 . 3 o142 Local IP Address : This is the
address of the router.
Subnet Mask: 255.255.255.0 -
Subnet Mask : This is the
Network Address ) subnet mask of the router,
Server Settings (DHCP) ‘ DHCP Server: _ Enable '@ Disable
Starfing P -
Address: 192.168.3. 100
Maximum Number of DHCP Server : Allows the
DHCP Users: o0 router to manage your IP
addresses.
Client Lease Time: 0 minutes (0 means one day)
- Starting IP Address : The
: 0
Static DNS 1: 0 - 0 -0 address you would like to start
Static DNS 2: 0 0 0 0 with.
Stafic DNS 3: i] |0 .| 0 .0 Maximum number of DHCP
Users : You may bmit the
WINS: 0 il 0 0

number of addresses your
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Ahora,en wireless /basic wireless Settings, desactivamos el SSID broadcast, y ponemos el
nombre, en nuestro caso asir01.

LINKSYS®

A Division of Cisco Systems, Inc. Fimvware Version: v4.30.7

Wireless-G Broadband Router WRTB4GL

Administration Status

Wireless Appli

Setup Wireless 8 Gaming )

Basic Wireless Settings y! W Fitter |

Wireless Network Mode : If

Wireless Network Mode: Mixed - you wish to exclude Wireless-G
) clients, choase B-Only Mode. If
“:I;TII)ESS Netw ork Name asird1 you would ke to disable
(350): wireless access, choose
—Wireleas Chanrek——— 112 4GCHL - Disable.
More...
Wireless S5ID Broadcas: ) Enable @ pisable

Status: SES Inactive

Save Settings Cancel Changes

En la pestafia Wireless Security configuramos la contrasefia y el tipo de tal.

LINKSsYS®

A Division of Cisco Systems, Inc. Firmware Version: v4.30.7

Wireless-G Broadband Router WRTS4GL

Wireless - P —

Setup 8 Gaming Administration Status

Security Mode : You may

Security Mode: WPAZ Personal =~ choose from Disable, WEP, WPA
Pre-Shared Key, WPA RADIUS,
WPA Algorithms: TKIP+AES or RADIUS. All devices on your

network must use the same
WPA Shared Key: 1234567390 security mode in erder to

communicate.
3600 seconds More...

Group Key Renewal:

(1sco SysTEmS

Save Settings Cancel Changes

Deshabilitamos el filtro de MAC.
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LINKSYS®

A Divislon of Clsco Systems, Inc.

Firmware Version: v4.20.7
Wireless-G Broadband Router WRT54GL

Wireless Applications

Setup Wireless Security & Gaming Adminis

Basic gs Y Wireless MAC Fitter

MAC Filter

Wireless MAC Fitter: ) Enable '@ Disable

Save Settings Cancel Changes

En un cliente, buscamos la red asirO1.

Conectado actualmente a: 6
@"' Identificando... (asir(1)
Sin acceso a Internet

Conexidn de red inalambrica A
asir01 Conectado !
ALTHIA o
DPTOINFORMATICA "
jeruraes 1'1“'.
VACACIONES T

STI M
Telefonia ol
WLAN_29 al -

Abrir Centro de redes y recursos compartidos

— —— ———

Y le introducimos la contrasefia.
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f&r Conectarse a una red

Escribir la clave de seguridad de red

Clave de

1234567890
seguridad:

[] Ocultar caracteres

[ Aceptar ] [ Cancelar

b) SERVIDOR RADIUS:

1.- Simulacion de un entorno de red con servidor RADIUS CISCO
en el Packet Tracert Router.

Tenemos planteado el siguiente esquema

r ™
@ Cisco Packet Tracer . @E‘g
-
File Edit Options View Tools Extensions Help
| EAIEICERE N S
Logical [Root] New Cluster  Move Object Set Tiled Background Viewport
AN |
192.168.2.0/24 3 Vi
S
2.1 )
£2 | 31 192.168.3.0/24 =
Server-pT P e =
Serverd : ;”‘”Nmm
Radius Switch-PT Linksys-WRT300N iy %
Switch0 Wireless Routerd
e
PC-PT
PCO C& !
=
L
|
|
a 1 r r@
I Time: 00:57:57' Power Cycle Devices Realtime
(| e — —
- - - o ~ —— o . Fire Last Status Source Destinatior|
S | r‘/ r-/‘ 'r-/ 95:enarmﬂ -
- 7 .
e ) e
BeFo [ '
Copper Straight-Through 1 m r

Configuramos la IP de la interfaz FastEthernet de nuestro servidor Radius.
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Link Local Address:
() DHCP

) Auto Config

@ Static

F ™y
@& Server0 E@g
Physical | Config | Desktop
GLOBAL - FastEthernet o
Settings Port Status
Algorithm Settings Bandwidth AL
SERVICES 10 Mbps @ 100 Mbps
HTTP I
DhCP I:iuplex AL
TFTP @ Full Duplex Half Duplex B
I DNS MAC Address 0060.4777.60DB7 3 !
SYSLDG IP Configuration N
AL, ") DHCP
NTP @ Static
EMAIL IP Address 192.168.2.1
FTP Subnet Mask 255.255.255.0 B
INTERFACE
FastEthernet IPv6 Configuration

<

I 3

Seguidamente, configuramos la IP del router inaldmbrico, estableciendo el servidor
Radius como puerta de enlace.

-
& Wireless RouterD

| Physical | Config |

GUI |

[ TR T — N i —]
A Division of Ciszo Systems, Inc.

Setup

I Internet Setup

Internet
Connection type

Optional Settings

Setup | Wireless Security

Basic Setup DONS

Access

Restrictions

Firmware Version: v0.93.3
Wireless-N Broadband Router WR
Applications
& Gaming
ne

Administration St

(required by some

m

[static 1P

Internet IP Address:

Subnet Mask:
Default Gateway:
DNS 1:

DNS 2 (Optional):

DNS 3 (Optional):

192

255

192

. 168 .2 .2 4
. 255 . 255 .0
.18 .2 .1

0o .0 0

o o 0

o o 0

Host Name:

Domain Name:

<

L1

Habilitamos el servicio DHCP para asignar una IP a los equipos que se vayan a conectar

al servidor Radius.
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r k|
& Wireless Router0 E@g
| Physical | Config | GUI |

IP Address: 192 . 168 . 3 .1
Router IP
Subnet Mask: | 255.255.255.0 -]
DHCP Server
Settings|  pHCp ) ) DHCP
@ Enabled ) Disabled .
Server: Reservation
Start IP Address: 192.168.3. 10
Maximum number 10
W of Users:
IP Address Range: 192.168.3.10 - 19
Client Lease Time: g minutes (0 means one day)
Static DNS 1: 0 0 . 0 0
Static DNS 2: 0 0 . |0 0
U
CHakim DMC 3. n n n [a}
1 [T

En el router inaldmbrico, nos vamos a la pestafia Wireless y configuramos...

-
Q Wireless Routerl

| Physical | Config | GUI |

LINKSYS®

A Division of Cis:o Systems, Inc.

Wireless Setup | Wireless

Basic Wireless Settings

Security

Firmware Version: v0.93.3

Wireless-N Broadband Router WR|
Access

Applications
B Gaming

Restrictions Administration

Basic Wireless
Settings

Metwork Mode:
Metwork Name (SSID):
Radio Band:

Wide Channel:

I Standard Channel:

SSID Broadcast:

Default

[Auto

@ Enabled

) Disabled

< 1

En Wireless Security introducimos la IP del servidor y la contrasefia que utilizaremos.
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F
Q Wireless Router)

| Physical | Config | GUI |

LINKSYS'

A Division of Cis:a Systems, Ine

Wireless Setup

Wireless Security

Wireless Security

Restrictions

| »

Firmware Version: v0.93.2
Wireless-N Broadband Router WR
Access Applications

& Gaming Administration  5ta

m

Security Mode:

WPAZ2 Enterprise ~

Encryption:
RADIUS Server:
RADIUS Port:
Shared Secret:

Key Renewal:

192 . 168 .2
1645

inves

3600 | seconds

n

.1
_l Pv

De vuelta en el servidor Radius, en la zona AAA configuramos los clientes Radius con su

contrasefa.

F
(T —

Physical | Config | Desktop |
GLOBAL -
AAA
Settings
Algorithm Settings Service @ On © Off Radius Port 1645
SERVICES
HTTE MNetwork Configuration
DHCP ClientMame miguel Client IP 192.168.2.2
TFTP .
DNS
SYSLOG ClientMame ClientIP ServerType Key
AR 1 miguel 19216822  Radius inves
T2 (=
EMAIL
| B User Setup
INTERFACE
FastEthernst UserMame  miguel Password inves
UserMame Password
1 miguel inves

Nos situamos en el cliente, y en la zona Wireless, ingresamos el usuario y contraseiia
para la conexién con el servidor Radius.
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& pco B [ |

Physical | Config | Desktop

| GLOBAL
[ Settings Wireless

| Algerithm Settings Port Status 7] On
| INTERFACE Bandwidth 300 Mbps

l Wireless MAC Address 0001.6381.E562 SSID Default

Authentication
Disabled
WEP Key

m

WPA-PSK WPAZ-PSK PassPhrase

WPA @ WPA2

User ID miguel

Password [TTIT]

Encryption Type AES -
1P Configuration
@ DHCP Static

1P Address 192.168.0.100

Subnet Mask

Abrimos el terminal del cliente, y comprobamos la conexion con el servidor Radius.

ri\’ Server( | = | & -é:hr

Physical | Config | Desktop

2.- Instalacién de un servidor Radius bajo GNU/LINUX
(freeradius), para autenticar conexiones que provienen de un
router de acceso Linksys WRT54GL: WPA Empresarial.
Comprobacion en un escenario real.

Tenemos el siguiente escenario.
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—— e e — |l
i —0. /:';IIIIIIIIIIIIII||IIIIIIIIIIIIII.

Server-PT Linksys-WRT300N Laptop-PT
UBUNTU SERVIDOR RADIUS WRT54GL PR1IMO-PC

Tenemos un servidor radius con la direccién 192.168.2.150
Instalamos el servidor Radius, en Ubuntu.

Accedemos a configurar los archivos mas importantes.
Agregamos usuarios.

0 root@ubuntu1: fhome/niko

Archivo Editar Ver Buscar Terminal Ayuda
GNU nano 2.2.6 /

Modificado

D

o) Cleartext-Password := "inves"
- Reply-Message = "Hola, %{User-Name}"

Qllik_ob Cleartext-Password:= "inves"
Reply-Message = "Hola, %{User-Name}"

(EEigug:E) Cleartext-Password:= "inves"

I'__ Reply-Message = "Hola, %{User-Name}"

#

# Dial user back and telnet to the default host for that port
#

#Deg Cleartext-Password := "ge55ged"

£ Ver ayuda
i Salir

Y Guardar Leer Fich RePag. By Cortar Texgld Pos actual
R Justifica Buscar Pag. Sig. gl PegarTxt gl Ortografia

Al

Configuramos los parametros para el cliente RADIUS, que en nuestro caso es el Router.
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root@ubuntu1: /home/niko

hivo Editar Ver Buscar Terminal Ayuda
U nano 2.2.6 Archivo: /etc/freeradius/clients.conf

You can now specify one secret for a network of clients.
when a client request comes in, the BEST match is chosen.
i.e. The entry from the smallest possible network.

R

client 192.168.3.142 {
secret inves
shortname = asirel

#client 192.168.0.0/16 {
secret = testingl23-2
shortname = private-network-2

#client 10.10.10.10 {
# # secret and password are mapped through the "secrets” file.
secret = testingl23

Leer Fich g RePag. gl Cortar Texgld Pos actual
Buscar Pa 1 PegarTxt Ortografia

Configuramos el Router inaldmbrico.

A Division of Cisco Systems, Inc. Firmware Version: v4.30.7

Wireless-G Broadband Router WRTE4GIL

WirEIBSS . Applications

Setup Wireless Restricions & Gaming Administration Status

Basic Wirsless Settngs v Security | Wireless MAC Fitter I Advanced Wireless Settings

i - 2
\Wireless Network Wireless rk Mode : If

Wireless Network Mode: Mixed - you wish to exclude Wreless-G
i clientz, choose B-Only Mode. If
fdlrele:?,s etwork Name asir[}-‘l| you would like to disable
[SSDE wirzless access, choose
Wireless Channel: 11-2462GHZ - Disable.

More...
Wireless 551D Broadcast: @ Epable ) Disable

Status: SES Inactive

Save Settings Cancel Changes

Indicamos la IP del servidor Radius.
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LINKSYS'

A Division of Cisco Systems, Inc. Finmware Version: v4. 3.7

Wil’e|ess Applications

Wireless-G Broadband Router WRT54GL

Setup i Security % Gaming Administration Status

B ings | Wircless Security Fiter |

Security Mode :You may

Security Mode: WPAZ Enterprize - choose from Disable. WEP, WRA
OIS,
WA Algorithms: TKIP+AES = or R 5 Al on your
ust use the same
RADIUS Server Address: 192 . 1e8 . 2 . 150 securty mode in orderto

RADINE Port: 1812 l':..:‘;rlrn:nh:ate_

Shared Key: inves

Key Renewal Tmeout: 3600 =econds

Cancel Changes

Configuramos un cliente, un W7, para la autenticacion con el servidor Radius.

F

= | E‘

@ ! Conectarse manualmente a una red inalambrica

P

Escriba la informacion de la red inaldambrica que desea agregar.

Nombre de la red: asir0l

Tipo de seguridad: lWPAZ—Enterprise ,]

Tipo de cifrade: [‘AES .]

Clave de seguridad: Ocultar caracteres

[¥]Iniciar esta conexion automaticamente

[T] Conectarse aunque |z red no difunda su nombre

Advertencia: esta opcion podria poner en riesgoe la privacidad del equipo.

[ Siguiente H Cancelar ]

3.- Instalacion de un servidor Radius bajo Windows para
autenticar conexiones que provienen de un router de acceso
Linksys WRT54GL.

Comprobacion en un escenario real.
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4.- Busca informacion sobre EDUROAM y elabora un breve
informe sobre dicha infraestructura.

¢Qué es eduroam?

Eduroam (contraccion de education roaming) es el servicio mundial de movilidad
segura desarrollado para la comunidad académica y de investigacion. eduroam
persigue el lema "abre tu portdtil y estds conectado”.

eJu roam

El servicio permite que estudiantes, investigadores y personal de las intituciones
participantes tengan conectividad Internet a través de su propio campus y cuando
visitan otras instituciones participantes.

Eduroam ES es una iniciativa englobada en el proyecto RedIRIS que se encarga de
coordinar a nivel nacional los esfuerzos de instituciones académicas con el fin de
conseguir un espacio Unico de movilidad. En este espacio de movilidad participa un
amplio grupo de organizaciones que en base a una politica de uso y una serie de
requerimientos tecnoldgicos y funcionales, permiten que sus usuarios puedan
desplazarse entre ellas disponiendo en todo momento de conectividad.

% UA eduroam - Instalacién al_l_-s;_h;]
Universitat d’Alacant
==X Universidad de Alicante
etiuroam

Servicio Wireless Universidad de Alicante: P
Introduce tu usuario y contrasefia y a continuacion
pulsa en Start Setup.

Usemame: Password:
T SPSPSEST
[] Show Password
Progress:
| Setup |
[ Start Setup ] [Remove eduroam] [ Exit ]

Por otro lado, eduroam ES forma parte de la iniciativa eduroam a nivel internacional,
financiada a trav&ecute;s de GEANT 3, y operada por varias redes académicas
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europeas y TERENA. Esta iniciativa amplia el espacio de movilidad al dmbito académico
europeo, a través de eduroam Europa, y tiende puentes con eduroam Canada,
eduroam US, y eduroam APAN (Asia y Pacifico).

B Countries that have joined
[ Countries in the process of joining
[] European Root




